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IEPEIERSS

SSLUEPHEFERE 3 EBiE SSLEP
YRS

o {XIPUEPRFIDVIEPZIFIHIGIIE
o ZEHFRIEBARSTHIEIGIE .

SH—: REEIHER
SB BREWSHE.
$E2 BPERNEALLAHN — , EE ‘R25A1 > TEBSERS (M7, EARTEBE
RS FRE.
B3 EAMSHALISE “ SSUIPEIE > SSUERFIR” 7, FESSHIPRET “53

PRIRIE” AERFREITRY “BRME7 51, BE R , %%MEE@EEHH%
BUFFAHTIE o

AEEZIERES, B “iCRE” .

tﬂ%ﬁgﬂhﬂ-, NiEZEREmRRRT, SR ( RBEPESHEE ) BE
“iERE7

3-8 N{4IGIE
scm-342fc2 | M{HEHIE

IFEER som-342fc2 HEHE: com

BLE
== 15 BERUTMIFENEEERESS:
825 EEEMSIRERT, RIBLTHMURL, SENNMFER (H22MSRER? H4EFER?)
B35 MUNHNFEFRET, FE— ARSIt
B4 EHITRIMATEA
855 EFCANMEEE (2341 1ER)

EEFMNE

= url icRE

n.com . da... 2

R

TR SIEEEXH

SR

SRR, FRBREECERZRSHZAENNAIMSEIEREEA.

S22 EMUGRERT, SIBEENX . ZXHERENHER. XHa. XHERE.
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SIEBEIERS
SSLIFBRAFER 3 ER{E SSL B

[MERY::
MubtR B R EIEEERS 2 L FMMUE 2R, KEEX/IMFRREIR: wwwroot,
htdocs. public_html. webroot%, {BIEIRIELIRE R TIRIE,

WMTFLABRSESIRIERF A “Windows” , RUGIRERA “/www/htdocs” , fliEH TR
BB :

. TEWindowsR&FEH, B “FHR” , WA “‘and” , EAGBIRRFRNEE

2. WIFUATHS, EANMIGRBRAERE, HELANIGRBRATE#EE HDES
i,
d:

3. WITLUAT®S, EMEREERT, U “.well-known/pki-validation” FHR.
IHEAEMIFE “/wwwi/htdocs” BRTHITEIEE, BEIRIBSIRE RETIRIE
cd /www/htdocs
mkdir .well-known
cd .well-known
mkdir pki-validation
cd pki-validation

4. HIFLUTHS, £ “.well-known/pki-validation” FEBRT, SIE—1NEZA
“fileauth.txt” RYSZ{&,

(1 %88
LAMAGeo TrustiF B A ATIRE] “fileauth.txt” J9BIETiHAR, BLUECAYASLFRRE]
RSB

echo off>fileauth.txt
5. BUTLAT®S, $TFF “fileauth.txt” X5,
start fileauth.txt
6. EEBATHNCHERE “fileauth.txt” 4R, £ EAERE ‘X RET .

R

FTHR= BEERIRKEREEN

HIB1 FTFRNESEE, iATURLIENE “https://yourdomain/.well-known/pki-validation/
fileauth.txt” 3 “http://yourdomain/.well-known/pki-validation/fileauth.txt” ,

IS URLItEHE R AJyourdomain B p R BRIBIE B RISPERIIE

o WMREHBEEZBIFZ, WISSHBIUTHEHITIRE:
a0, WREREE Hexample.com, MiFEAJURLIELESS: https://
example.com/.well-known/pki-validation/fileauth.txtshttp://
example.com/.well-known/pki-validation/fileauth.txt

o WRERIUFBRZEHEZ, WIESEBIUTHEHTIRE:
fBlgn, WNERERIEZS*.domain.com, NFEIAJURLIENEA: https://
domain.com/.well-known/pki-validation/fileauth.txtgkhttp://
domain.com/.well-known/pki-validation/fileauth.txt

FE2 HIARIEURLIBIIERIS SR PR AAIERRE, BEREPERIASTIHTRHERE
FHICRERERET—H

o MRFEMEEANCHRESSSUEREEREH SRR IGIERE R RCREPER
ANCRE—E, NiRAEEFINIGIEE .
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SIEBEIERS
SSLIFBRAFER 3 ER{E SSL B

o MRFAEEEEEAFA—E, WiRBEEEIISIERE .
FE3 NMREERER, BMATLAEHTHELE:

o EZIGIFURLIENIEAREHTTPSEISIEAYMURTZTE . WNRFE, BENKGE
HRERHTTPSE A, MRNLEFER IEBFAE" & ETHINERE
s, BRSNS KANZIHZRIHTTPSIRSS -

o IBRIZIGIEURLENE(E(I— M S ERREEMI R . I B mEaUSNIARSS =8
BEES, BEANENESREREMNRES, B ESER T EEDNSIKRS .

o EZINIFURLIEUIEERFE3015,3028k% . NTFEIEEE@BE:, 1BEUHEIE

KB XML
o] {EFwget -S URLEH[ASHNMNIZISIEURLIBHE R B FENEE
-5

3.2.5 A(PY: HPFEIEUE

REBCARILIIIE, WNREEIE T SSUES, MRGEAisAIGIE ( XARIGIESEFT
B ) KIERFRFIERESENEZE TR,

HRFEISIE, EBISEEREZEIRRME, FIUHRRIABMEFEE CATM XA
FIARBIE . CAYMIBGIERR A ISR SR RAFEOSINEER, NFRTREIESE .

RGBS BRI E R IS TUGRE T BRAEINIE, B2 RATETIH TR,

BAFTER
SB BREREEA0S SRR,
S FTHRE CAYIRIZFARRE o
(00 #:88

CANMEAEE B AR ERLI— 1 TIFE . AIERERIIBARKEISZ AR, BT 0F
5o M—PLERRIRIEIENMY, SRR EIEREREERM .

o TERFHZEERMEMNEERR: FEEROISRISSUERHE, HEHECEMAEMIHE
2, BRRFEESIEEOSSUERRE, EEHEIMRINIAEARSSUERIIREMELIREN

I&o
o TREEZEERRMAEMIUFETLIR: — P TEREIRIEIEME, BEIRR TREXERRA],
FAET BPR TR,

£E3 PEAMFPASAERE, SSRIEEIGIE.

IESeRk/E, CAHWIRIREERE—RIEHREZER . HILLHAE, IEPIREN “FF
SERIRINIE” o

MEETRMIHBRIGIEHRIE, RTFCAIMEZE -3 TIEAXN RIS EHTIRIE, B
BIOER . CAHWIEREEE, IEBFERATLUAHAN “FremBREIE" K&,

et

3.3 ZH4R5S8HE (OV. EV)

BRSOV, OV Pro. EVFIEV ProZBUEHRY, HEIIETME, CATUWSERIEIESHY
HRFEAIE—EIBIRIGIEARE . CANMISIRIBISIERAVIIE S Sl /BHITIAR
Ml /RIRR T &R T HRASIESITERRIS,
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IEREIERSS

SSLIEBRFEE 3 EAjE SSLEH
ikl
131NBABRMWEDIigiCert. GeoTrustfahE2HIOVIEPREELEX, BRHELRIEIERD
AIL&HEZ,
BUIRSRY

IEBRPAESA “FFTpliBRIIE" o

HRSRE!

BRSOV, OV Pro. EVAIEV ProlUfhZEBIRUIF PR STAAHRLGIIE o

BAEDER
SB EEREEREEBRESHBR AR .
SE2 FTFFRE CAYIRIR LIS .
ST EECATIRBRLUERARIT A .

HOIIERIERREIE . RAERFE. BRSNS, EPRIPERSNEERIMIZES007T,
IStRIEERISERRE R T

NRFEFSERARIES T, EEEOECAFOAIERE
T4 BEBEMEENNIELR, BESCATMHITAAE,

BN, 1EikiEaYBRISIES TV ARBIEIGIE, N CATIREEE Il /BRAIIRNFEIESE
KR, BEBESFNITHITHE,

R

3.4 &% SSLiEH

SSUER EHZASEEUR FEFICAM Z [ERYECS . CATWIISEIS IS TRRERIMBFEFNFEIE
SEHTERR, BRESERIBIEBIITEBRIAREFIEIE.

o DVENFBIEMIASHONSHITERITERERS, BEWOSE, CATIDEIEE
BRI TR, CAEERETE, BESRTS.

o OV, EVENIBEMASRENRITE, CASEEE—RITiRTME, &
EIOERS. CANEFRETS, BRSETHE.

ARIRISSLIEPRAEZEMEMXA, —RIERT, SRR ZERAINZE
3-6Ffi7.

& 3-6 LB EHZEHA

R LA
EV CAYMAANLHEIZIEE

FEIS R EE R P S — 7 ~ 104 THEE .
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IEREIERSS

3 ER{E SSL B

SSLiFHAFiEr
R HZEHA
0)Y; CAVMI AT HEZIEER .
EEEIERAYER TEZER—R 83 ~ 51T .
DV T ATLEZo
CAYMEES A R A BB BIRNECE, DNSECEIERIVER
; (EEBEETHIEDNSE EREIEH ) AIEEV) TR HIET
[SEEAbTE

CAYEZBEEE, BEERIER, IEBEREEIZANES.

EPELRE, J—R#SFERIENAEME R FEIEBHAIERIRSS S LT
R, ABEBREESIRBERIE"m. FIEBRESSITHRIES.

MA4RRAS 38 (2025-05-08)

WRIERE © LEARITERARERAF

27
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SIEBEIERS
SSLIFBRAFER 4

H.

A

SSLiFH

i
R

4 224 SSLIE$

4.1 LZEEFRFRE SSLIEPZEI Web R3S S8

4.1.1 F&; SSL B

SSLUERERE, FEBSSUEBTHEIAN, THE, EFEEE THANEB LEER
WebBRSS 2R FHERBRSS BRAVIARECE , A REESSLEREX .

ZAESNBAMAESSLEREELESTHIESR.

BIHRSR(HF
“i_[E%)lﬁ%” yg “ E%E” ﬁ “;E.ﬁ_‘é¢ ”» o
2R
o (NHIFTIEPBBIEIAN, FRREITEIES, THERIAIERSSE (LA=M
HAEEARMYAT ) EHITERE
. “IIE:B@YSU T OEERERR “REBEMCSRT , TEHINXHEEET “Apache” |
“NS” . “Nginx” . “Tomcat” 4PSAEEFI1 “domain.csr” MXi&,
o - IE%ﬁYSULT- T IEENE “Be%EMCSRT T%ZEI’JIIE:EN@,E—A%b
“serverpem” RUSZ{4. 321#43592@,53’8'52&%1’65%, 2 Al 2IRSFEFERFICA
ERER .. FABARAPBEITRFRY, FEARSSLEPREERRMH,
BRIEZL

R EREWTHE

B2 PEREALLFN — , &R ‘225680 > ZIEBSERS CCM” , #ATIERE
BiRES R,
$IB3 EANSHFSERE “SSLEPEIE > SSUERFIEK” “ 7, HASSLIEBYIERA.

T4 TEFE NRRUEBETRY “BE” 70, BF “TH™ , WME4-1FR.
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SIEREERS
SSLiFBHAFismE

H.

4 LHESSLIFH

i
pi

4-1 THIEB

£S5 AIEBFERE, WAEBEELRE, BE “THIER” .
ZR6 EPTHRE, FELEIINMAIPRSE L, ABEESSLHERES .

REIWebBRSS 88 L& SSLEBRIEMREERE, LATMAT JUMMEERWebiRSS 2= L&
RSSLIEBRIZE, BIRIEGIIFEERITIER:

o fETomcatfRs5E8 L% 3=SSLIEH
o 7ENginxfR332E EZIRSSLIEH
e TEApacheflR5588 L L3ESSLIEH
o TENSPRS3EE ERIRSSLIEH
e TEWeblogicfk5588 L =3=SSLIEF
e  7EResinfR558% E&IESSLIEH
----£ER
TEANEBI 45 AR
TEERAE: IRIESRIBFERE, EE EBIERE” BFRIARE, TENEH
BERARES
o HFEIEPAT, WIR “MEBIERE” EFNE “BEHREMCSR” , WTFEHIEHA

W

THIXEEET “Apache” . “lIS” . “Nginx” . “Tomcat” 43 {EEF01
A “domain.csr” X4, WNE4-2FR, BANEIRIBINZRA-1F7.

4-2 fRIE SSLEH

S

£ == =3 o
scs 4 s ten_Apache 2021/3/9 16:20
sc 4 spwmncen IS 2021/3/9 16:20
SCTTTIERTEEL s Len_Nginx 2021/3/9 16:20
SC8 4 s st.en_Tomcat 2021/3/9 16:20

|| ses B4 sc t.en_domain.csr 2021/3/9 16:19 2K
2= 4-1 TEXHRREA
M/ SH-BTR NHERAR
Tomcat keystorePass.txt: IEHZERY,
serverjks: FH314,
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IEREIERSS

SSLUEBFFER 4 24 SSLIEH

X/ SHEFR XHERBE

Nginx servercrt: IEPIMH, BERRIERKE, 25!
FIRSSERIUEBFICARRERES .
serverkey: IEPBFATEN M, BE—BRIEBTASAR
ﬁgo

Apache cacrt: IEFRHENH, BE—ERPRKCAKLT,
servercrt: IEPXY, BE—BIRSZFI[EBR
EE.IIO
serverkey: IEPBFAENH, BE—BRIEBTASAR
T

1S keystorePass.txt: IFHZH,
server.pfx: IEREI4E,

domain.csr IEBIERI

. ;Ei%iftﬂl%ﬁa“, WR “UEPERE” EFENRE “BEEMCSRT , WTESAREE
F:

THAEBXEE—NEA “serverpem” B, XHFHELZXBEFMRITIBA
15, 25 ERSEFEBFICAREIES.

FASAAARPBITRER, LARSSUEBEEREM . EFMRSHRLLRES
B, REESHNABINMVE.

AR
‘BECEMCSR” FIEBAIF—HRAER =M.

4.1.2 TEHARIER

HIRFEM

TEtbE

NSRRI SS BB @ IS EE A e SR Iweb 53 , TR EFFLAESSUEHRIAT, SSLIE
PBYHHESBENAIRIES, TEBRHERE.

WNEREH B A PE avaZEE PigihaEweb s, BEE FHIBIBHFER
RN AIZ iR, (RIEEPIRRCIEIRIGEweb RS BRIINZESE . Flf0, MR
webfR5328% 4 T GeoTrust EVEISSLIEH, NINSNAIE FinfEL%GeoTrust EVEIR
I, AR B REETE FimihaEawebllss

R SSRFIE S JavaS E Figiha & awebll 53

BRI T a0 i IERREAMRIES, BN TEMBINT
e DigiCert-DV-TLS-CA-G1

e DigiCert-EV-root

e DigiCert-OV-DV-root

o GeoTrust-CN-RSA-CA-G1

MR AN 38 (2025-05-08) WA © EARTERABIRAE 30


https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/DigiCertDVTLSCAG1.rar
https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/DigiCertEVroot.rar
https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/DigiCertOVDVroot.rar
https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/GeoTrustCNRSACAG1.rar

SIEBEIERS
SSLIFBREFER 4

H.

A

SSLiFH

i
pi

e GeoTrust-EV-CN-RSA-G1
e GlobalSign-R3-root

e DigiCert Global Root G2
e DigiCert Global RootCA

4.1.3 £ Tomcat 3388 E% 3 SSLIEH

A LALinuxiER G PRI Tomcat 78RS 2 APINASSLEPHRRSR, BEZEE

PMREEBIT A LIRITSE . IEBRRFE, EAIWebIRS3 227 BESZHFSSLIES, KM

BELZE.

[MARY:E

ATRSHRFSRAYIRSZ H[IMNEEERE, ALIRSSUEBIEPERNEGSTUZHAIREX
12%,%5]%‘5%&1%7571:@, ZIEPEERSREMILFERRE, XMHSE, BASRILIRERA
WSENIEERIEBE, HTTPSHARENIBRIE bR, BRE—X—EaWESSLUERE
EINHIRSS, RRBWTRRITAEGHERAEM,

BIiESR
o IFHEEAH “IEPBKRE” 1 “B8E” .
o ETHSSLIER, BREEESNTHIES.
e BE%Z%EOpenSSLTE,
AT LAM “https://www.openssl.org/source/” T EiER#ifI0penSSLT %36,
( Z3KOpenSSLARAMRZ1.0.1g3k LA EhRA ) o
o BEZxR%EKeytoolTH,
Keytool TE—f&E & 7E)ava Development Kit (JDK ) TE&H,
o FLEIEPHEFRRELES.
LIREM
o IFPLER], FUELESSLUIBRIRS SR LG “4437 w0, RNELEAEE
0 “443” im0, BRLRENATEZEHTTPS,
o WMR—NMABESNIERSEE, USRS LABEIE.
o (FLRRIIPRIRSEE LEEETHES, YWRSIEPAGE——XIR, RIELAY
M MEZABER, VWBAFEMEE . SULESES, WREBIETRILE,
BRIEL R

fETomcat7hR5588 E REESSLIFBAYRIZM FFAR:
OB - QRIEBR - OENEEXXH - @ERTomcat - GRIIE

SB—: REUE

LIEPRT, FEREUEEXEFIZE G, BRERIBIEBIIEERN IEBERY
> ERTSURIBFRIFLR:

o WREBHIEPAS, “IERIERE” &R “KHEEMCSR” , BMRESER: &
FERMCSR,
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https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/GeoTrustEVCNRSAG1.rar
https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/GlobalSignR3root.rar
https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/ccm/Certificat/DigiCertGlobalRootG2.rar
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https://marketplace.huaweicloud.com/contents/917d16b0-33c4-49d3-bfe9-dd9219ea084e#productid=00301-120142-0--0

IEREIERSS

SSLUFB s 4 2% SSLIEH
o INRENBIEPRY, “UEPIERNME” ®&EFE “‘HSEMCSR” , BEfRIESEN: B
c&RKCSR,
BRERENT:
o RHEHRCSR
a. TEAMMBRES FHANERXE.

THONEEET “Apache” . “lIS” . “Nginx” . “Tomcat” 471344

FFA “domain.csr” &, WNEA4-3FR.

4-3 AKifR/E SSLUEH

e

EFF 2R B =3 gl
scs 4 s ten_Apache 2021/3/9 16:20 =
sC A spmncen IS 6:20 g
s - X ten_MNginx 6:20 =
scs 34 s st.on_Tomcat 6:20 IR
| ses B4 sc t.cn_domain.csr /379 16:19 CSR 34 2 KB
b. M “UEBID_IFBLELERIEE Tomcat” MHELRIRSIER G “ iFBID_iFHB
GEERIEL S serverjks” FIBRISLME “ UFBID_IFBILERTEE
_keystorePass.txt” ,
o BHCOXRCSR
a. MRECTHRNEBEMEE, K18 “ iFBID_IFBILEATHS serverpem” X
%

“UFBID_iFBELERIE A _server.pem” AHEIERREIERBARES “-----BEGIN
CERTIFICATE-----" #1 “-----END CERTIFICATE-----" , B3I HIRSEIEP
FHPRCAIES o

b. {£FOpenSSLTE, 1GpemtSIEREIEAPPXIEIVUES, 55

“server.pfx” {4,

i “pem” MEFNERLCSRATAIFASE “serverkey” HTEOpenSSLT E&E
BREbinBRT.

ii. fEOpenSSLTEZEBRAIINERET, ITUT S EpemiENiEPiE
¥ APFXAEZUIER, 1% “Enter” ,

openssl pkcs12 -export -out server.pfx -inkey server.key -in iF#5
ID_iFBEFERIEZ _server.pem
EIRERWT:
Enter Export Password:
iii. MAPFXEBER, & “Enter” ,

LM ANZER NP EENXER, BRIEE TR TIREHBA
AT

EIEEEWT:

Verifying - Enter Export Password:
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SIEREERS
SSLFBHAFIsRE

H.

4 LHESSLIFH

i
pi

iv.

AR
IBEFICH M NRIPEXGIERERS . [FELIREIKSEDRE SR ERIPFXERD R
F—3, aUaEESHTomcatFaI%kK .
NREAFPERZEMN, EBMEUTEREERIRERN:
o EBRENS~321MFH.

o EVFJFBEASAEFH. NEFH. HF. =K. HHEFH~1@#5% & ()_
+{}:"<>2-=\[1;",./PRI3FSEELIFRT

BIRBAPFXIERZRS, 1% “Enter” ,

HERKBERHITERER, FTRSEOpenSSLTEZERER NI
Rk “serverpfx” &,

c. f{EFKeytoolTH, YPRXETUIERIH4HEEHaRLIKSTETL, 155 “serverjks” X

.

Vi.

bR “serverpfx” STEEHIF “%IAVA_HOME%/jdk/bin” H
FTo
£ “%JAVA_HOME%/jdk/bin” BRT, #T7LATa<, & “Enter” ,

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EREEWT:
WMABREEEOS:
BINJKSIEEZRS, % “Enter”

A

BRIKSELIRENSPRGERZRHERNEN, SNasEaSETomcat
=B S S

EIEEESNT:

BIXMAHROS:

BIBNKSIERER, &2 “Enter” o

EIRERUT:

WMANBREREOS:

BADbIIFIZEPFXEPRER, 1% “Enter” ,

EIZXLANTEERT, NFRREIEKTD, EEOpenSSLTRAZEBRT
BRINERYL “serverjks” {4,

ERINENGIE HI%RE .

EXRHSAGS: 1MRERINSAN, 01 FEEXMEENE

£ “%JAVA_HOME%/jdk/bin” BRTHE— “keystorePass.txt” X
5, BIKSHIERBREFEZHEF,

d. BEIREANERSUS “serverjks” FIFTERAIZEISSUS “keystorePass.txt” B
FER—ERT,

LR—: gIEBR

AETomcatILZEER T EIE “cert” BR, FEBIEBM “serverjks” FIZERI M4
“keystorePass.txt” EFIZ] “cert” BFEH.,
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SIEBEIERS
SSLIFBRAFERE 4

H.

A

SSLiFH

i
pi

TR=: eEEXH

A

(ENECE SR, BRECENHRITEN, FENTENRIAEPIRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
mafERAgILSs

ETomcat7ZEEBRIEMRENT :
1. HFETomcatZZEHZFconfBRET “serverxml” SEFHEIN TS

<l
<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />
>

HEILLESE, Eie<!- - M - >XXERRA
IBINLAT21N 24, iBiRIERA-21I2MSHRYE.

keystoreFile="cert/server.jks"
keystorePass="IFBZH3"

TREESEUT, ERSHBRERERHTIEN:

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="cert/serverjks"
keystorePass="jf B 23"
clientAuth="false" sslProtocol="TLS" />

A

FEREZEYIREERS, JERI “keystoreFile” , “keystorePass” S%{H]
7, HESHSREE CHIRERIES .

& 4-2 SHRA (—)

e SHu5A
port EERSREERANROS, BNEEN “4437 ,
protocol IREHTTPHMY, RIFIREERDT],
keystoreFile “serverjks” IHFHEEE, HEXTIEREFIEXTIRRLE
A, =" cert/server.jks
keystorePass “serverjks” B9ZRS, IHE “keystorePass.txt” X
HRRYERS .
i3]
MREBHEE “&” , BEHEMMN “&amp;” , LI%ES
=g AR
iy

N keystorePass="Ix6&APWgcHf72DMu", THEXS
keystorePass="Ix6&amp;APWgcHf72DMu",
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IEREIERSS

SSLFBRAFER 4 ZEESSLEH
2% 21508
clientAuth EAERENSSLEFRHRZ I, XISSLEFi#H
TEMIGIE, FIFHREERIR,

4. FETomcatZZEHZFconfBRET “serverxml” {EFHKEINI TS5

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">

5. & “Host name” BRIEFB4ERIES -
SEFEINT (L “www.domain.com” Hf) ) :

<Host name="www.domain.com" appBase="webapps"
unpackWARs="true" autoDeploy="true">

6. (EREREFRENH.

£EPY: &S Tomcat
fE£Tomcat binB R F#47./shutdown.ship${=1E TomcatfR$E;

ZF100E, BT /startup.shiss (WHERSFPHIZEEENGR, WEEFHE
&h) , BiiTomcathRS .

TBR: YWRIKIIE

MMERING, AENMSSEHEIIRREN “https:/lH&” , & “Enter” ,

TN SR B RE S EHRR, MHIEBZERI.

o MEMILPALIAZLIETR, BENAHABETSSUERE, MIGRALIAR
RRR? HHTRME,

o NSEEIHEZIHTMIERT, TETHMLY, BENAHABBETSSLERE, @
R HaRER, ToxfTFIRIE? TR,

o NB{FKRMARGHIMEMTE, LASHIFHRUESSUEBRBENRMES, SW T
g—w—w%,%Eﬁ%ﬁ—%—@ﬂﬁﬁ%i,Miﬁ%ﬁ,ﬁﬁlﬁﬁﬁﬁ
EEO

4.1.4 7£ Nginx fR55=8 L %% SSLUEH

A3ZLACentOS 7THRIERFZHAINginx 1.7 8fRSZ2ENFINASSLEBRILRELE, B1E
LZREFMREEBRELIRTESE . IEBREIFE, BaIWebIRS3AREZIFSSLE
5, LMBERE

\

\

MR

HATFRSRBRFRPURS[MNREERE, ARESSUEBIREPERE STIESRIEE
HERIRIBERE, REPEERZRENGRERTA, RHSE, BUEISIRERS

IEEo

WSENIELFIERE, HTTPSHARENIBERIE bR, BRE——EIBWESSLERE
BMAIRS, RESWTRIFAEGHIERREHR,

RIS
o EBBEKE EBRE K BER .
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IEBEIERS
SSLIFBRAFER 4

H.

A

SSLiFH

i
pi

o ETHSSUES, BIMHMESSITRIES.

LR
o IFHLKERE], SVEZESSLUEBIIIRSE LG “4437 iw0, RRNEZSEE
n “443” iw0, BRRERIPBATEREHTTPS,
o WME—MIBZEZNIRSE, UB— RSB LEAEIRE.
o FLHEIPHRSRLFTZ =TSR, YRSIEEEE—IIRN, BIEER
EEMEZANER, WEFHBMEE . SNZESER, NERERTIAZE,
o FLETPAEFFMRELED,
BMEER

7ECentOS 7TIRERZHAINGinx 1.7.8fRSS 28 L EESSLIE BRI FEAR:
OB - QLIEER - QLEIERXH - QBMEENHE - ORIRERR
IFif§ — ®FRBNginx — QXIERIIIE

LE—: KBS

LRIEPR], FEREUIEBXEHFIZGE, SRIERIFIEBIIEEN “EBERX
#7 £ RIERIRELR:

o INREFIERRY, “IEBBERNM” EF “RFLEMCSR” , BRREFEN: R

ZHRLCSR,

o WNREEIERAT, “IEBIEKRXME” &F “BSEmMCSR” , BNEESEER: B
C4&RICSR,

BARIEENT:

o RBGERICSR

a. HERMWERES THANERX .

TEHOXEEET “Apache” . “IIS”  “Nginx” . “Tomcat” 4315
FF14 “domain.csr” X4, WNE AHEEEESSLIEBFIR.

4-4 ZRHBRRE SSLIEH
EFR SarHE =3 El
scs 4 s t.cn_Apache 3/
sC! 4 semmmmicn IS
sce T TTITITIITI s t.cn_Mginx
scs 34 st st.en_Tomcat
| ses 84 sc t.cn_domain.csr 2K

b. M “HEBID_IFBHELIEEE Ngink” XAHERKSIUEB XY “ iFBID_iFHB
GERIE A server.crt” FFASENUYG “ UFBID_uFBILERIE S

_serverkey” o

= “YIBID JFBHERIEE servercrt” HBIEMERIIERMRE “-----

BEGIN CERTIFICATE----- G 1 [p— END CERTIFICATE----- 7, Bk
ARSSFEBFIFLRCA,
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SIEBEIERS
SSLIFBRAFER 4 ZEESSLIEH

= “JIBID IFBHERIEE serverkey” HBIE—ERFASAMRED “-----

BEGIN RSA PRIVATE KEY-----" F[] “----- END RSA PRIVATE
KEY-----"
o HCZHRKCSR
a. MRECTHANEBERES, K8 “ UIBID_uFBELEHIE A serverpem” X
%,
“UFBID iFBHERIELS serverpem” AHEIEREGIEFHHS “-----BEGIN
CERTIFICATE----- (1 —— END CERTIFICATE----- 7, PRIAIRSESIER
PR CAUES,

b. & “UEBID_UFBEERIEE serverpem” BIEEHRBAERS “crt” , B]

“server.crt” .

c. ¥§ “servercrt” FERLCSRATAIFASE “serverkey” MUEIERNHFFEA .

LE_: elZER
ENginxlIZEBFRconf T, Eli2 “cert” BREATFRBUERIH.

1. HTUT®S, HAZINgiInxIZZEB R conf T,

LA EANGinXBRIABCE S B R “/usr/local/nginx/conf” AT <SIER, 15
LUESCRAY confE R TEEE
cd /usr/local/nginx/conf
2. WIFUTHS, GBI “cert” BR.
mkdir cert

STE=: HETFEE

G EE—rhIRENZIRYAE “serverkey” F “servercrt” IERIH HERINGinxBRSS 28
AOEBERT (LB LR “cert” BR) o

EEFE:
o UNREEPAIZEMRIRSSIRECS, I LEH, BN LEXHRIRIRSE -

o HBRSS2E, AILMEMRZBERTEA (PuTTy. Xshelld ) BHRIARMIH LIEIS
BEHT L&

TR EEEX

ikl

(ENECE 4R, BREENHRITEN, FENTENRIAEPIHRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
mafERAgILSS

EeENginxd “conf” BRTHY “nginx.conf” 314,
1. HIWNTEERNS:

#server {

# listen 443 ssl;

# server_name localhost;

# ssl_certificate cert.pem;

MR AN 38 (2025-05-08) WA © EARTERABIRAE 37


https://support.huaweicloud.com/ecs_faq/ecs_faq_0049.html

SIEREERS
SSLiFBHAFismE

H.

A

4

i
pi

SSLiFH

}
}

HoH R R HH R HHHR

server {

}

ssl_certificate_key cert.key;
ssl_session_cache
ssl_session_timeout 5m;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {

root html;

index index.html index.htm;

shared:SSL:1m;

MR TERECEEDERGSH#,

443 ss|;

server_name localhost;
ssl_certificate  cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;

ssl_ciphers HIGH:'aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {
root
index

}

listen

html;
index.html index.htm;

(Een ™28, BERSHELRBINER SERBEMT.
ssl_certificate
ssl_certificate_key

cert/server.crt;
cert/server.key;

STENEREINT, ERSHIRIELIAMERIZN:

server {

listen

443 ssl; #BLBHTTPSHIBRIAAIEIH /9443, ENRTEAMRELEHTTPSHISKIAAEIHO,

AHEASHNGINX T EBE .
server_name www.domain.com, #HERIEEREPERNSES -

ssl_t
ssl_t
ssl_
ssl_
ssl_
ssl_|

certificate  cert/server.crt, #ERISRGEBSHRIIRZR
certificate_key cert/serverkey, #E&RRIRIFASESHRIIRR o
session_cache shared:SSL:1m;

session_timeout 5m;

ciphers HIGH:'aNULL:IMD5; #1IZE4 .
prefer_server_ciphers on;

location / {
root html; #it=mHHE,
index index.html index.htm; #7HINEMHE .

}

k|

AEEEEFMEERE, 8P “ssI” FENEESIEBEEGEEXR, HE
SHIBIRIEB CRISEIRIEIZL

= 4-3 SR
2% SH5H
listen SSLipaliwAS, IREHN “443”

BCEHTTPSEIRIAIS (IR 79443 . NRARECEHTTPSHY
BOAGRIRE, AIBE=SEINGInXEXEE

server_name

UEB4PEREE . 2~ www.domain.com
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IEREIERSS

SSLiFBAF1Er 4 R SSLIEH
2 S5
ssl_certificate WEBSTH “servercrt” o
IREA “servercrt” MHRIKRER, HREPREEEHN

=

=5, B0 “cert/servercrt” .

ssl_certificate_key | FA$AS 4 “serverkey” .

REN “serverkey” MIiER, HIRRHAREEEHNF
5, 530 “cert/serverkey”

4. (BUGERERFECEN

STEBh: KR EERIEHA
HEANGIndITERT, T TS
sbin/nginx -t

SEREEU AR, WRRECEIER:
nginx.conf syntax is ok
nginx.conf test is successful

£\ EFF Nginx
HITLATES, EENginx, (FEEE.
cd /usr/local/nginx/sbin

./nginx -s reload

LB YREIIE
SERING, AENMSEIHEIIRREN “https:/lH&” , & “Enter” ,
TSR B RE S EHRR, MHITBZERI.
o MEMILTFALIARLIETR, BENAHABBETSSUERE, MIGBALIR
BRRTR? HHTRME,
o NEEHEZ TS, TETHMLY, BENAHABETSSLUERE, &t
EZIHERIERS, ToAFTFIRIE? SHTRME,

o MNRMARMRIBIMEMER, LLHZHIBRMHSSUEBEENMIRS, T TE
g—iﬂ‘—ﬁlﬁ%, IBEESTE—N—EEHTIEE, BMLRSE, KRIRRIEHT
B,

4.1.5 7£ Apache fE5588 E%=3= SSLEH

ARIZLACentOS 7iRERZHAYApache 2.4.6RZ 2 HBINBSSLEBILEELE, RE
LZREMELBHTLIHTESE , IIPREFRE, BHIWebiRSZ2EA8EIESSLE
5, SMBELZ2.
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SIEBEIERS
SSLIFBRAFERE 4

H.

A

SSLiFH

i
pi

(AR
HATRSRAEFRAHIRZ[RMNEEERE, ALRSSUEBIRPERNGSTUENNEEX
HERTREBERE, ZEPEERZRENZZERTA, XMtEE, BUEHNZRERS
1o
WSEELFIEBE, HTTPSHAREY BRI E bR, BRE——ERWSLSSLUERE
BMHRS, REZWTRITAECHIERRTR,

e
o IFPEELH PRET” H “BELR” .
o ETHSSUEH, EMRESSNTHILE,
e ApachefR5588 EEZR%E T mod_ssl.sot&il ( FASSLINEE )
LJRFHF
o FRRERI, FSUELRSSUEPRIIRSE EFE 4437 w0, ERNERESAEE
in “443” w0, BRREEMATIABREHTTPS,
o MB—NMABEBNIRSEEE, WB— RS LBELNE.
o FREIPHRSHELEFERETNES, YWRSIEBIMEE—XIN, BIWSEH
EEMMEZAER, WAFHBMESE. SNREDBEBE, NHEEHETRARE,
o FLRIFBAEMRELES.
BRIEL R

f£CentOS 7R{ER S HAIApache 2.4.60R55 =8 E LA SSLIEBAYRIZN FAR:
OIRE M -~ QLEBR - ONEHEENH - @EFApache - ORURINIIE

SBR—: REHF

LIRIEPR], FEREUIEBXHFIZEE, SRIERIFIEBIIEEN “EBBRX
#7 ER A RIERIR SR

o INREFIEPRY, “IEBBERNM" T “RFLEMCSR™ , BFRIFFEN: &

ZHERLCSR,

o UNEERFEIERAS, “IEBIERNME” &F “BSEMCSR” , BINEESEN: B
CHERICSR,

BRI

o RFEHERLCSR
a. HEAMBES TEHRIERXE.
TEHIXEEET “Apache” . “lIIS” . “Nginx” . “Tomcat” 471314
FF14 “domain.csr” X4, NE AfRESSLIEBFIR.

4-5 KfR/E SSLUEH

scs 4 s ten_Apache
sc A spmnen_ IS
s e L X ten_MNginx
scs 34 s st.on_Tomecat
|| scs B4 sc t.cn_domain.csr 2 KB
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IEBEIERS
SSLIFBRAFER 4 ZEESSLIEBH

b. M “UFBID FBLELES Apache” SEERIREIERIHE “ iFBID_iF
BHEANES cacrt” |, “UFBID iFBAEANMRE servercrt” FOFASASE
“UFBID_iFBEERIEZ serverkey”

*  “UFBID_IFPHEANMRE ca.crt” HERER—RPRCAIEBHE -
BEGIN CERTIFICATE-----" #[ “-----END CERTIFICATE-----" ,

= “UFBID iFBHGEREE servercrt” FBIE—ERIRS FNEBRD
“.----BEGIN CERTIFICATE-----" #[] “-----END CERTIFICATE-----"

= “UFBID iFBHLEREE serverkey” SHFEIE—ERFATHLID “-----
BEGIN RSA PRIVATE KEY-----” 1 “-----END RSA PRIVATE
KEY-----"

e HC4HICSR
a. MECSTHANEBERES, K8 “ UIBID_uFBEEAIE A serverpem” X
%,

“ UFBID_IFBHLERIE S serverpem” XFEIEREGEFRAE “-----BEGIN
CERTIFICATE----- A 1 [p—— END CERTIFICATE----- 7, PRIARSRIER
R CAIES,

b. E4% “ UFBID IFBHERIEEE, serverpem” SIS —ERTFRE (RS
BREH ) , HBEFEAN “servercrt” X,

c. E# “UFBID_iFBEERTES server.pem” HHIE _ERIEPMAES ( Bk
CA) , H#BEFEAN “ca.crt” X,

d. ¥ “cacrt” . “servercrt” FI4ERLCSRATHIFALE “serverkey” MIEEEIH
EH

TE_: tIEER

fEApachefIZLEBRTOIEE “cert” BR, FHEIE “serverkey” . “servercrt” #
“ca.crt” EFIEI “cert” BRE T,

LTE=: BEEXH

ikl

(ENECE SR, BREENHRITEN, FENTENRIMEPIHTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
maEAgILSs

. ¥TFApachetRERT “confd/ssl.conf” {4,
2. EEIERSIERIEE.
HEIFHEIN TS

ServerName www.example.com:443

Z=EFENT (LA “www.domain.com” Jfll ) :

ServerName www.domain.com:443 #FF RS 2289132
3. EEIEBRHE.
HEIFHERIN TS

SSLCertificateFile "${SRVROOT}/conf/server.crt"
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SIEBEIERS
SSLIFBRAFEE 4 ZEESSLIEH

REIEBAENMH “servercrt” HRIRER, BIRFRPAREEESHXES, Hiun

“cert/server.crt” ,
STERENT:
SSLCertificateFile "cert/server.crt"

4. FEEIEHFAA.
HEIFHESANTSE:

SSLCertificateKeyFile "${SRVROOT}/conf/server.key"

IREN “serverkey” MR, BEREPAFEEEHTNF, Hl0 “cert/

serverkey” ,
SSEREWNT:

SSLCertificateKeyFile "cert/server.key"
5. BcEIEPHE.
KEIFHESIN TS
#SSLCertificateChainFile "${SRVROOT}/conf/server-ca.crt"

ERITENEREEEREMAS ‘47 , FHREN “cacrt” MHRIEE, HIEREH
TREBEHFRF, Bl “cert/cacrt”

SERENT:

SSLCertificateChainFile "cert/ca.crt"

6. (BXE, R7F “ssl.conf” XHFHERHRE.

LI &S Apache
WATLATRMEER Apache, FECEEX.

1. HfTservice httpd stopis${=LEApachefRSS .
2. #ifTservice httpd startéap<$EEIApachefRSS .

STBR: WERIIIE

SERING, AENMSSEMIMEIERR “https:/i&” , & “Enter” ,

PSS B RS SHRR, MRITBZERI.

o MEMILPBALIAZLIETR, BENAHABBETSSUERE, MIGHALIAR
RRR? HHTAME,

o NEEHEZ LIRS, TN, BENAHLEE T SSLERS, &
AZIFERERS, ToAFTFFRIE? HTRME,

o NB{PRMRHHEIMEMTE, LAEHIFHRUESSLEBRERMLES, TW T
'{LFE—XB‘—HE%, BEESTE—W—SETHE, WIRSE, BERIRIMmT

IEO

4.1.6 £ IS IR35=8 &% SSL i+

AELNEBEMNELIBREISIKRS:E, SELREFTEEBIETLIIRITS
E, EPLEFE, EAIWebIRSJ|AGEIFFSSLERE, LMBELZE.

\
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SIEBEIERS
SSLIFBRAFERE 4

H.

A

SSLiFH

i
pi

(AR
ATRSHRFSRAIIRSZ HRMNEEERE, ALRSSUEBIERERN&GSTUENNEREX
gﬁﬁﬂﬁﬁ%ﬂﬁﬁﬂilﬂ, SIEPEERSREMUNLFERRE, MHSE, BUSRILIMERA
WSENIELRIEBGE, HTTPSHAREMTIBRE bR, BRE——EIBWLSSLUERE
EINHRS, KREWTRRIFAGHIERKTR,

BIFRSR
o IIPEEAH EPRET” H “BEL”
o BETHSSUEP, BEMREESNTFEHIES.
£9RE(H
o PR, ZSUELESSLIPHRSE EFE “4437 w0, ENAEZSAERE
hn “443” ix0O, BRRERNATIEBBHTTPS,
o WME—NMIZEZSINRSEE, WE—IRSELEZHE.,
o FREIPHRSHLFBETHES, YRSIEBIMRE—IIN, BIWELH
S MEZAREE, WBEFHBMEE . SWZENER, NEEBIRTIAZE,
o FREFPAEIELES.
BRELZ R

FIISIRSS 88 L& SSLIF BRI RIEN R~
OB — OFEINS - QOMBIIE

LBR—: REH

LIEPRI, FEREUEEXEIZE S, BRERIBIEBIIEERN IEBERX
" ERSRIEFRIFLR:

o UNEEEIFHAT, “IEBIERIME” &F “RFEEMCSR” , BMNMREBESH: &
HERICSR,

o WNEEEIFRAT, “IEBIERNME” &F “BSEMCSR” , BINEESEN: B
C&ERLCSR,

BRI

o RBERICSR

a. HERMWREES THANERX .

THHEEET “Apache” . “lIS” | “Nginx” . “Tomcat” 4434
FF14 “domain.csr” X4, WNE4-6Ffx.

4-6 AMfEE SSLIEH

= S
scs 4 s ten_Apache
sc A spmnen_ IS
s e L X ten_MNginx
scs 34 s st.on_Tomecat
|| scs B4 sc t.cn_domain.csr 2 KB
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SIEREERS
SSLFBHAFISRE

4 ZEESSLIEBH

B BE IS
1.
2.

b.

M “HEBID_FBHLERTEE 11S” AFRAFKIGSSUIER S “ iFBID_iFH
GEEAIE S serverpfx” FIZRIXAG “ UEBID_IFBEERIEEE

_keystorePass.txt, ”

B4R CSR

a.

RIEC THANEBEGSEER, K18 “UFBID_iFBIELIES serverpem” X
{#O

“ UFBID_FBHLERIE S serverpem” XHEIERMENERBR “-----BEGIN
CERTIFICATE-----" 0 “-----END CERTIFICATE-----" , 9 BIHIRSEIEH
LR CAIER
{FAOpenSSLT R, EpemiEIEBEIEAPFXIEIES, 52
“server.pfx” {4,
i “pem” S4FNERLCSRATHIFASE “serverkey” MITEOpenSSLT Bt
BEbinBRT.
ii. fEOpenSSLTEZERRADINBRT, HUTLATaeSEpemi&TNIEH4:
BAPFXIEIES, % “Enter” ,
openssl pkcs12 -export -out server.pfx -inkey server.key -in 75
ID_iFBHEERIEE server.pem
EIRERUT:
Enter Export Password:
iii. IAPFXIEPRER, 2 “Enter” ,
HAMSNNZBARFPEENER, BRIEECHNFERFTREFBA
=,
EIEEESNT:
Verifying - Enter Export Password:
(11 B8
BRI ARIPFXIERER . FERBEIKSEBEREE SIS ERIPFXEIDR
B, BNAESSHISEEK.
NiESAFEEEZEN, BN TERESKSERY:
o EIBKENS~321EFER,

o EVFBAZAEFH. NEFH, HF. T FHEFR~1@#$%*()_
+{}:"<>2-=\[1;,/PRIS3FSEBIF RS

iv. BIXEIAPFXIERZE, 12 “Enter” .

HRFAIEERRAERER, T REAEOpenSSLTEZEER T
4Rk “serverpfx” &,

V. fEOpenSSLTEZEBERT, #iE—1 “keystorePass.txt” X, ¥

PEXRIZIBRFEIZES

ZIIS, BERISHXZEESHITRR.

FIFISEERESES, WNE “RSF|[IER” , NE4-7TFR.
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SIEPREERSS
SSLFBHAFIsmE

H

4 LHESSLIFH

i
P

4-7 [RSSEEIUEH

6@! CTUYTueM 181 70

S (CHINA | . - JIFRAO) -G amET0 | SERE B - -
) =
&l Fsx - B - ) _
efault Web Site 25 o) = " = 2
@ Defautt Web Sit & 2 SFEn u G& %
FIPIPVA 3 FIPSSLR FIPEXE FIPERN FPEXRE FIPEE FPSHR FPEIUL FIPRB  FPAFR
SRS = =5 3 i i =
& B ¥ e e @ 4
HTTP WEris HTTP S5EF 1P Bibilist MIME 28 WebDAV 8 #ERFER #3581 | BSSHIE | TR f=3
ES Rel Rl El

s B &
Bz ERE  EREE

8

B

2 4 # 4
SHEE AN SHEF =
BE

B B

I,'J‘é;éﬂi HEHEE ERREE

ERENEOS, BE ‘SN7 , WE4-8FTR.

4-8 S\

® ==

SN “serverpfx” EBIE, B “HBE”
(1) e
‘B0 BeEERFEEMA “keystorePass.txt” FMAYERT .
4-9 8\ pfixIEBX G
SNES

ST phA(O):

O \gmemmgs. pfx

=P

FEIFFHIEIER(A)

XEBLAFCAIS A6 ) , &iF “wEHE”

EiraERERRaR
PR o

, SNE4-10
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IEREIERSS

SSLUFBEFiEm 4 L% SSLIEH
4-10 JmiE4TE
m 0 Default Web Site @
a3 E-TL"r' . (CHINA] =i . TG B SEETA
() mrEEsin :
o d] FBE s
& Def:lh m\;pr% Site = i_::; i'gl'- J]xf.
S Tﬂr-gﬁ HTTP BEER ]?t;_-gi-;:ﬁ:‘i MIME S5
9 EREEF.. i
EnERBR-. =
| me=. |
R ¥
@ REFR)
X #e Lo
o FTP B35,
B&E
TR EaE
6. EBEMNEOY R, BF “Hm” , FHEBLUTER.
4-11 FINRIAEPRE
R kwEE 2
(T IF HfHik (I): im0 [0
[Bttps RARETERI BEE
Iiﬂ% (H):
SSL UEF (3):
Iserver ;I E% E‘.l':l L. I
we | By |
- ZEEL EE “https” o
- i RIFEOARY “4437 imORIHE
- SSLIEH: EEASANRIIES,
7. ESREmMKE, BE ‘WBE” .
TR= BREIIE
EPERINGE, AIENIESESAIBIA=N “https:/i32 7" , & “Enter” ,

PUESH ULkl Sida e Xy
[ ]
REIER? HITHIE,

RGeS, FiEFTFRuL? HTAME,

MR &2 o
RMUEBAEMAZERTR, BERNAATLHBETSSUERRE, Mub(BALIAR

NRES IR IGAWIGRS, TiEF TR, FSRAHAERETSSLERE, B
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SIEBEIERS
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o MNRMAREBRIBIMEMEAR, LLHRHIBRMHSSUEBEENMIRS, T TE
'{LFE—S(D‘—HE%, ISEESE——EEHTIEE, WLKRSE, KRIREImHT
IEO

4.1.7 £ Weblogic 5585 F%3< SSLuE$

WeblogicEFJAVAEEZRFaR9hial4, Weblogic2RAFHA. &£, SFEMEEARS
fATCWebRZFE . MI4E R FBFISUEERN FARY)avaii FARRSS S8 . 18 JavakdzhZThaE)ava
EnterprisetrERNZEMSINAEENMSEN BRI L. &k SEBMEEZH.

HRiWeblogic 10.3.1 R ELL ERIRRASZHFFIE EMamhERISSUIES, 10.3.1Z81A9MRZA
AAFFEmESSLES

AEBNBEEFNEES LR WeblogiclRS3 28, BERRE MRS TN
178%, IIBREIFE, BaRIWeblRSHFREXITSSLBIE, SLMBEZ=E.
AR
ATRSHRFSRALIRZ H[MNEEERE, ALRSSUEBIERERN&GSTUENAIREX
1;F{§,%'Eﬁ‘éé—:\ﬂl§ﬁ7ﬁlﬂ, ZIEPEERSEHMOLFERRE, XMHSE, BASRIKIMERS
WSENELFIEBE, HTTPSIAREY BRI EbER, BRE——ERBELSSLUEHE
BINWIRS, BREBWTRITAGHIERREM,

BlRSM
o IFHEEARH “EPKRE K1 “B8K% .
o DETHSSLER, BREEESSITHIES,
o BEZEIEIDK,
WeblogicZ#[FBTIDKEE . INRKkLE, Ni5%%)ava SE Development
Kit (JDK),
LR
o IFPRER], FSUERESSLUEBRRSRE EHE “4437 w0, ENERESAEE
in “443” g0, WRRERMATEBAHTTPS,
o WMR—MHZBESNRSEE, UB— 1 IRSS[LEAZHE.
o SGERIUIIPRIRSHRLFBZTIESG, YRSIEBAHE—XIN, BIEERY
EMNMEZANESR, WEAFHBMEE . SVWLESBER, NEHSERTTEZE.
o (FLRRIPHEFRREIES,
BRELR

fEWeblogicirS3 88 L 24ESSLIFBAYRIZIN A
OIREE - QFEEEWeblogic - QRERIGIE

LBR—: REH

LIIEPR], FEREUIERXEFIZE S, BRIERIFIEBIIEEN “EBBRX
> ERSHRIBFRIELR:

o WREBHIEPAT, “IERIERE” %R “KHEEMCSR” , BMRESER: &
FERMCSR,
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IEREIERSS

SSLUFB s 4 2% SSLIEH
o INRENBIEPRY, “UEPIERNME” ®&EFE “‘HSEMCSR” , BEfRIESEN: B
c&RKCSR,
BRERENT:
o RHEHRCSR
a. TEAMMBRES FHANERXE.

THONEEET “Apache” . “lIS” . “Nginx” . “Tomcat” 471344

FF1 “domain.csr” 3, WE4-12F77.

4-12 AHARE SSLIES

e

EFF 2R B =3 gl
scs 4 s ten_Apache 2021/3/9 16:20 =
sC A spmncen IS 6:20 g
s - X ten_MNginx 6:20 =
scs 34 s st.on_Tomcat 6:20 IR
| ses B4 sc t.cn_domain.csr /379 16:19 CSR 34 2 KB
b. M “UEBID_IFBLELERIEE Tomcat” MHELRIRSIER G “ iFBID_iFHB
GEERIEL S serverjks” FIBRISLME “ UFBID_IFBILERTEE
_keystorePass.txt” ,
o BHCOXRCSR
a. MRECTHRNEBEMEE, K18 “ iFBID_IFBILEATHS serverpem” X
%

“UFBID_iFBELERIE A _server.pem” AHEIERREIERBARES “-----BEGIN
CERTIFICATE-----" #1 “-----END CERTIFICATE-----" , B3I HIRSEIEP
FHPRCAIES o

b. {£FOpenSSLTE, 1GpemtSIEREIEAPPXIEIVUES, 55

“server.pfx” {4,

i “pem” MEFNERLCSRATAIFASE “serverkey” HTEOpenSSLT E&E
BREbinBRT.

ii. fEOpenSSLTEZEBRAIINERET, ITUT S EpemiENiEPiE
¥ APFXAEZUIER, 1% “Enter” ,

openssl pkcs12 -export -out server.pfx -inkey server.key -in iF#5
ID_iFBEFERIEZ _server.pem
EIRERWT:
Enter Export Password:
iii. MAPFXEBER, & “Enter” ,

LM ANZER NP EENXER, BRIEE TR TIREHBA
AT

EIEEEWT:

Verifying - Enter Export Password:
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AR
IFFEICH M NRIPEXGIERER . [FEIREIKSERRE SR ERIPFXERR
F—H, BNagEaSHWeblogicFaIkM .
NREHEFPENEZEMY, EMRUTEREERIRERT:
o ERIRKENS ~ 321 FH,

o EVZBEASAEFH. NEFH. HF. =K. HHEFH~1@#5% & ()_
+{}:"<>2-=\[1;",./PRI3FSEEIFRT

iv. BEXEAPFXIEPERY, &2 “Enter” .
HESGRBEIBTOEIRER, FREEOpenSSLTELREBFE NN
4 rk “server.pfx” i,

c. {EFKeytoolTH, 1GPFXIETVIEPRIUHEARAIKSIET, 185 “serverjks” 3

%,

i gbRAEREAY “serverpfx” MHEFHIEI “%IAVA_HOME%/jdk/bin” B
FTo

ii. 7 “%JAVA_HOME%/jdk/bin” BRT, HITLA TS, % “Enter” ,

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EEEEWT:
WABREHEEOS:
iii. BWNKSIEBERS, 1% “Enter” ,

ikl

BIGIKSEBIRENSPRXIERZBERNEE, SIS
Weblogic[ ek,

EEEEWT:
BRANFOS:
iv. FERMNKSIEREG, & “Enter” ,
EIEEEWNT:
WAREEEDS:
V. IN2.cHIBBPFXGERER, 1% “Enter”

EBIEXRLINTESH, WFRREERID, EEO0penSSLTELEHRT
RRINERL “serverjks” 34,

BRSNS HI%E.
BRMSARS: IMFEERISAN, 0PEBEMEECH

vi. £ “%JAVA_HOME%/jdk/bin” BBRT#E— “keystorePass.txt” X
%, BIKSHERBFRFEZHH.

d. BEIRERNERSUS “serverjks” FIFTERAIZEISSUG “keystorePass.txt” B
FE—BFET,
ST BcE Weblogic

1. BFEWeblogiclRSHEEEHIE .,
2. BFEREALF “Lock & Edit” , REIEE.
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3. £ “Domain Configurations” &1, B “Servers” .

4-13 JR533E

View changes snd restarts Home

Click the Lock & Edit button to
madify, add or delete items in this
domain.

Domain
Information and Resources

Liowck: Bkt I Helpful Tools General Informaton

+ Configure applications
» Regent Task Status

» Common Administration Task Descriptions

» St your console preferences

Domain Structure » Read the documentation
wl_sraer
+- Efviraamant
Depboyments Domain Configurations
&-Sarvices Domain Soarvice Interoperal
Security Realms sl h
e Interoperabdity & Domain & Messaging & WTC Server
+- Disgnostics
2 » IMS Servers @ Jalt Connect
Enyironmett + Storg-and-Forward Agents
How do L.. o » IMS Modules Clagnostics
& Fluctars » Bridaes

& 1 an Gilao

4. HERSSERIIFRD, GEREEREERSI/ILBAYServer, HNIRSHANRER
Ho

4-14 BiriRS 2

Viewd ﬂunges andl resTants Home > Summary of Servers

Ho pending changes exdst. Click
the Releasa Configuration button
to allow athers to edit the

Summary of Servers

damain. A server is an instance of WeblLogic Server that runs in its own Java Virtual Machine (v
own configuration,
This page summarizes each server that has been configured in the current WeblLogic Sen
Domain Structure =
¥ Custemize this table
wi_server
- Efnvironment Servers

Deployments

5 Services e ]

Showing 1-1of 1 P
Security Realms - =

. : . B !

- Interoparability O !Il-lnew | Cluster | Machine @ State Health | Lisi

% Dingnostics == 1 | i
|:I | examplesServer{admin) I RUNNING | oK | 700

How do L.. & El

Showing 1-1of 1 Pri

5. {EMHTTPSIR,

EIRSHEMECERM, EF “General” 7%, BEERBBHAHTTPFIHTTPS, LA
KipiaigOs,
i54)i%E “Listen SSL Port Enabled” , F{EMimOSH “443” ,
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4-15 ixO

domain. ConﬁguratlonIProtocols Logging Debug Monitoring Control Deployments  Servic
I' ¥ ‘ GeneraIIC\uster Services | Keystores = SSL | Federation Services | Deploymen

Release Configuration

Domain Structure Use this page to configure general features of this server such as default network con

wl_server
Environment
-~ Deployments
E-Services
- Security Realms Hame: examplesServer An alphanumeric name
- Interoperability
[#-Diagnostics

View JNDI Tree .=

Machine: (None) The WebLogic Server h
Info...
How do L.. Cluster: (Stand-Alone) The cluster, or group o
@ Configure default network 45 Listen Address: l:l The IF address or DNS
connections

@ Create and configure machines . :
@ Configure dlusters Listen Port Enabled Specifies whether this <
@ Start and stan cansare port. More Info...

6. EEINEARFIZSE.
a. TEIRSBEEHVECERE, EIF “Keystores” ML, BLEINESAT

4-16 TNIERT(

Activate Changes Conﬂgurationl_Protoc_o\s__"Logging Debug Monitoring_Contro\___Deployme_nts"__fjerwc

Undo All Changes General = Cluster = Services SSL  Federation Services = Deploymel
Domain Structure Save

wi_server

E-Environment
~~Deployments

E-Services
~-Security Realms

Keystores ensure the secure storage and management of private keys and trusted cer
keystore configurations. These settings help you to manage the security of message tt

Interoperability
i Dipgostics Keystores: Demo Identity and Demo Trust | whi
= = t
Custom Identity and Command Line Trust o

Identity Custom Identity and Custom Trust

How do L Custom Identity and Java Standard Trust

5 . |Demo Identity and Demao Trust

Demo Identity Keystore: Iy DEda WEBLUG™ 1] SETVET [T 5 The

& Configure identity and trust

@ Configure keystores Demo Identity Keystore jks The

& Set up S5L Type: defz

" IRSBBEMIAILEIERE “ Custom identity and Java Standard Trust” o

" NWEPAIEBIER “ Custom Identity and Custom Trust” o
b. & “Identity” XiFeh, BLEZH,

BeEERE X server jksFTHRFRIMRSS 25 LRYRIR, FHESERENMGE
EE_,] o
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How do L.. |
= | e 1
® Configure identity and trust 1 | Custom Identity and Java Standard Trust | il
@ Configure keystores
@ Setup SS5L Identity
System Status | Custom Identity Keystore: ¢ peakeystore jks The
..Health of Running Servers ?ustc_)m Identity Keystore The
[ii Failed (0) ype:
[ © Critical (0) Custom Identity Keystore The
e adEd (0) Passphrase: the
[ Warn (0) Confirm Custom Identity Re-i
_ oK (1) Keystore Passphrase:
. ~ Trust
Java Standard Trust C:\bea\JROCKI~1\jre\lib\security\cacerts The

®  Custom Identity Keystore: 1BIEEjksM{HRFIERR . ~ffl: C\bea
\server.jks

®  Custom ldentity Keystore Type: MHEIBES “jks” o

®  Custom Identity Keystore Passphrase: 1SIEEIEHZRT, BD
“keystorePass.txt” FHIZFRT,

=  Confirm Custom ldentity Keystore Passphrase: 5B /XIEBIIHH
8.
c. TER@AIEF, FEEEIREBMSERES fHcacerts,
CacertsBRIAZ B Schangeit,

4-18 fSEEX S

LVETIDE0ND (U )

| Waen (1) Confirm Custom Identity  [ooouooes g Re-s

[ G Saystors Paoeyhree:

=

Java Standard Trust Cribea'\JROCKT~1' jrelib\security\cacerts
Keystore:

Java Standard Trust jks
Keystore Typae:

2ava standard s
Keystore Passphrase:

Confirm Java Standard [semmense ]
Trust Keystore T

Passphrase:

E

® Java Standard Trust Keystore Passphrase: i A\ZAIAZERSchangeit,

=  Confirm Java Standard Trust Keystore Passphrase: EXHIANBNAZE
8.

7. ECERSF|IEBAHRE.
FEBRSSEEMIECE U, 1BHF “SSL” I, BEIUTSH:
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4-19 FA$H
| Actwate changes |

[ cefiguration] Frotecels |Logging Debug |Monitoring | Control | Deployments  Servic

Undo Al Changes

Domain Structure

wi_server
Erviranment
Dephboymants
Services
Security Realms
Interoperabslity
Disgnostics

-

-

How do L.. i3]

@ Configure identity and trust

& Set up S5L

& Verify host name verification is
enabled

& Configure & custom host name
warifier

@ Configure bwo-wray 551

- Identity and Trust Locations: i&i%iZfy “Keystores” .

- Private KeyAlias: EcEFASAEFIIFABRIAER . FASBRIZTLUER

General | Cluster Services Ke-,.-stcsesFederamusamces Deployment

Y

This page lets you view and define various Secure Sockets Layer (S5L) settings for thi

of message transmisshons.

Identity and Trust
Locations:

Tdentity

Private Key Location:

Private Key Alas:

& private Key Passphrase:

Keystomes

from Custom Identity Keystore
SEIVET
LI LR LY

Indic

kery

The |
Infio.

The |

refric

keystool -listep $EE .

- Private Key Passphrase: BAFASBIRIPZETD . BEFABFRIPZEH

keystore S {H{RIFZRGHEE

- Confirm Private Key Passphrase: BIXEIAFATBIRIPZ,

REBTHKE, B “Active Changes” , (RFFFEIEX

B 4-20 1R FECE

Domain Structure

wi_serer
- Environment
Deployments
#- Services
Security Realms
- Interoperability
- Disgnostics

-

@ Configure sdentity and trust

& St up S5L

B Verify host name verification is
enabled

& Configure 8 custom host name
verifigr

@ Configure bwo-way S5L

(Al ) RRGIE R FEEEFWeblogic,

How do L.. 3]

Configuration | Protocols Logging Debug  Manitoring  Contrel  Deployments  Servic

General | Cluster Sendges

o]

Keystores SS5L Federation Senvices

Deploymen!

This page lets you view and define various Secure Sockets Layer (S5L) settings for th

of message transmissions.

Identity and Trust
Locations:

Identity

Private Key Location:

Private Key Alas:

47| private Key Passphrase:

4217, WEFBER.

Keystores

from Custom Identity Keystore
Sever

Indic

by

The
Info.
The

retri

e

NFBEREAEEEEEN . WE
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4-21 I~ MER
-~ WEBLOGIC SERVER

"'l] ADMINISTRATION CONSOLE

change Center Welcome, weblogic Connected t
View changes and restarts Home > Summary of Servers > examplesServer

Click the Lock & Edit button to Messages

g;nr:gn’_add orgalateitems . this [ All changes have been activated. No restarts are necessary.

| Configuration | Protocols  Logging Debug Monitoring Control Deployments | Servic

Domain Structure General = Cluster = Services = Keystores SSL | Federation Services = Deploymen

wi_server

E-Environment Click the Lock & Edit button in the Change Center to modify the settings on this page.
~-Deployments
-Senvices Use this page to configure general features of this server such as default network con

-Security Realms
- Interoperability
#-Diagnostics View JNDI Tree »=

TER= WREIL
EBEMINE, FENMSREMIR @A “https//dE” , 8 “Enter” .
ANFAE A RRL YRR, MISHBHEBREERIN .
o MRMILPAHMAREIRTR, BSNAHABETSSLERRE, MIGHALRAR
RERR? HITRE.

o MBBIEHZHAMULES, TiEFTAMLL, BSRAHAEE TSSUERE, B
ERIGRIES, FiEFTFRuL? HITAME,

o MNRMARMRIBIMEMEAR, LLHZHIBRMHSSUEBEENHIRS, T TE
JB—X—PRS3, BEESE——ERHTIEE, BMLRSE, KRIRRIPHT
%IEO

4.1.8 #£ Resin [R5588 E%%< SSLuEH

AEDN BB ERMREEBREEIResiniRS S, SELREEIMRAETBIAILARTS

E, IIBREEE, EHIWebIRSS/AREITSSLERE, LHBERE.

MR
AT ARS B RINRANIRS HNRERE AR, FRESSUEBIIRPERNH S RIELIEE Y
(HEBTRESIRETRE, EPERRSRUNZERTE, HSE, BUEHIRERS
i: 38

WSEELFKIEBE, HTTPSHAREYTIERE R, BRE—X—EIWSLSSLUERE
BMHRS, BREBWTIRIFAECHERFTR,

o IEBEERE “IEPRE” K EEKR” .
o ETHSSUES, BRRFEESI RIS,

[P ==

o FPRER], BZUELESSUEIPHRS R EFE “4437 iw0O, ERNEZSAE
o “443” w0, BRTERIBATEBHHTTIPS,

o WMR—EEBESMIRSEH, WEB— 1 IRSmLABEEE.
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SIEBEIERS
SSLIFBRFEE 4 ZEESSLIEH

o FLRIEBRIRSHELEFZIZTAIES, BRSIEBRNHE—IMN, BIEER
M MEZAGES, WATFH MR . BNEENRER, WEBBRETAZE.

o FRETBHEMIEES.
BAESER

fEResinfRSS 28 L L& SSLIFBRIRIE M R
OIEBZE - QECEResin - QRIRISIE

THB—: REH

LRIERRI, FERBIEBNHENZENG, BRIBRISIEBIERN IEBERY
H” £ A RIERIRELSE:

o UNEEREIERAT, “IEBIERIME” &F “RFEEMCSR” , BMNMREESH: &R
ZHERLCSR,

o WNREEEIFRAT, “IEBIERNME” &F “BSEMCSR” , BINEESER: B
C&ERLCSR,

BRI

o RFEERLCSR
a. TEAMARED FEANEBIXHE.
THIEBET “Apache” . “IIS” . “Nginx” . “Tomcat” 41X {&
FFI1 “domain.csr” 3214, UNEI4-22Ff7R.

4-22 ARHbfEE SSLUEH

.

scs 4 s t.cn_Apache
sC! 4 semmmmicn IS
SCETTTIARRSI A s t.en_Mginx
scs 34 st st.en_Tomcat
| ses 84 sc t.cn_domain.csr 2021/3/9 16:19 2K

b. M “UFBID_IFBEETEEE Tomcat” SERASKSIERUE “ EFBID_iFH
HEERIES serverjks” FIZRINIG “ UFBID_iFBIERIE

_keystorePass.txt”

o HCTHRICSR

a. MRECTHANEBERES, KB “ UFBID_iFBILEAI S serverpem” X
%o

“UFBID_iFBELERTEES _server.pem” I1¢@$Eﬁﬁﬁxu‘t4%1tﬁ% omeee BEGIN
CERTIFICATE----- ?#0 “----- END CERTIFICATE----- , DRIAIRS IS

FIPRCAIER

b. ﬁﬁﬁopenSSLI,\, BpemiETVIEBEEIE HPFXIETVIES, 153
“server.pfx” 3{t%,

i “pem” SHFNEERLCSRETHIFAE “serverkey” HIEOpenSSLT B&%E
BEHbinBERT.

i. TEOpenSSLTEZEHZRABINBRT, HITUTHSEpemiENiEHiE
KAPFXEIER, 1% “Enter” o
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iv.

openssl pkcs12 -export -out server.pfx -inkey server.key -in 75
ID_iFBHEERIEE server.pem
EIRERWT:
Enter Export Password:
MAPFXIEBER, & “Enter”
AN ANRNZERR ARFRBEXER, BiREECHNZRETREFMA
ZR3,
EIRERWT:
Verifying - Enter Export Password:
AR
BEFICHAMMARNPFXIERERE ., FERBEIKSEBRRESINRERIPFXERR
BT, BNATEEESEResinfBEIEM
NiEERHFPERZeY, BMURUTEREEKSER:
o EIEKENS~321MFH,

o EVFEAZAEFH. NEFH, HF. T FHEFR~1@#$%*()_
+{}:"<>2-=\[1;',./PRIS3FSEEIFFE

BIRBAPFXIERERS, & “Enter” .

HEFELEERAAERER, FREEOpenSSLTELZERRTHII
4 rk “server.pfx” STi4,

{EFKeytool TH, $PRXIEZUIER I HAEIRRIKSHSTL, 5 “serverjks” X

.

BbHRERA “serverpfx” XHEHIF “%IAVA_HOME%/jdk/bin” H
FTFo
£ “%JAVA_HOME%/jdk/bin” BRTF, HUTIATE<S, & “Enter”

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EZEEWT:
WABRFEEOS:
BINJKSIERZES, &% “Enter”

ikl

IFRIKSEIDIRENSPRXERZRERAIEDR, SN asEESEResinE
R

EIZERWT:
BIXBMAROS:
BRBMNKSIEBER, 1% “Enter” ,
EIEEESNT:
WMANBRZESREOS:
BIN2.cRIZEPFXIEBER, & “Enter” .
SRV TSR, WFRREEKIN, EE0penSSLTEZEEHRT
RRINEERY “serverjks” 14,

ERISARIE 7HI%8
ERHSAGS: IMEERNSN, 0PMREEKECH
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vi. £ “%JAVA_HOME%/jdk/bin” BBRTEE— “keystorePass.txt” X
%, BIKSHERBFRFEZHH.

d. IEEEIREANERIHE “serverjks” FIFFEEAVZRDIG “keystorePass.txt” K
ZFE—BRT.

LB BLE Resin

\

ikl

(ERBCES AT, ISRECEXFHITED, HENAENHMEPHTIE, REXT
B['?E ; EZ TIMMIMNERITECE, BRI ERRSBRS T ERERHNF IR, &
/J\Egﬂ.kjjo

1. (=% ) ZZEResin,
WMREZE, WSHTIZLR,
a. ERResinEMFHRIEENERATHABNNBREFE .
AEBELITEHWindowshRAAYResin-4.0.38kR A B3T3 A8 o
b. f#RET#AIResinE,
c. #HAResin-4.0.38t1RBFFH K ZFlresin.exeX {4,
d. izfTresinexed {4, EITHAENGHILAIEA-23FRm SRR

4-23 12 REO

bApplproducti
BAppIproduct

-34» Hebfpplproductionswebapp default-resin—docl a

http listening to =:HBE@

ezinlid=app—A]1 started in 2
port-BBBA-11} Loading

gin-port-88868-11} In-place class redefinition ¢

cin—port—BRRE-113 Querc

port-BABE-11i} §

e. ETREE, BilNLEE, EWeblthhtZeig \ResinZRIAMHE  http://
127.0.0.1:8080" , #4& “Enter”

HAREETRUNEA-24FR0Y, WFRRZEEMIN.
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4-24 EF Resin

< C 127. 0.0, 12020
Resin® Default Home Page

This is the default page for the Resin web server.
Documentation is availabkle at /resin-doc.

Administration is available at /resin—admin.

2. (EECEN S

a.

EResinZZEBF THY “Resin.properties” BeENH ( HFResinkkZAAIAR
B, BEXHBAIEEN “resinxml” 34 ) #, HKEINTSE:

# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081

app.http : 8080
# app.https : 8443
web.http : 8080
# web.https : 8443

¥ “app.https” #1 “web.https” BIRGIERERF “#7 X8, F& “8443i%”" O
1829 “443” . (ERE, WTFIR:

“app.https” . “web.https” : IEEIRSZFEEFENIKOS, BNEERN
[19 443 ”» o

# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081

app.http : 8080
app.https 1443
web.http : 8080
web.https 1443

RTS8, FIE “jsse_keystore_tye” . “jsse_keystore_file” F[
“jsse_keystore_password” ={THIRSERRRT “#” XiE,

# JSSE certificate configuration

# Keys are typically stored in the resin configuration directory.

jsse_keystore_tye : jks

jsse_keystore_file : cert/serverjks

jsse_keystore_password : iFBZHG

IEUEBEXERESH, BAREEFEESNRS-4,
# JSSE certificate configuration

# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks

jsse_keystore_file : cert/serverjks

jsse_keystore_password : 1FBZFG
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SSLIFBRAF{ERE 4 &% SSLiEPH
& 4-4 SRR
S S5
jsse_keystore_tye RTEKeystoreX{HAIZEEY, —fREBIZ Ajks
jsse_keystore_file “serverjks” MIHFRIRER, HEXIIREFIEIIEE

21987, 7~fl: cert/serverjks

—

jsse_keystore_passwo | “serverjks” B9ZRS, HE “keystorePass.txt”
rd XAEARIERT
i
MREBHEE “&” , HEEHEIER “&amp;” , LA
BECETRI .
i
N5 keystorePass="Ix6&APWgcHf72DMu", THEXS
keystorePass="Ix6&amp;APWgcHf72DMu",

e. PBHYEREFREFIENE.
3. E3Resin,

L= YERWIIE
HERING, AENMSEAHEHIEREN “https://lH&” , & “Enter” ,
RGeS B R e, WIRBIEEREERI .

o MRMUPAEMARERTR, BENATLABETSSLERE, MubBALIAR
TERRT? HITRIE,

o WMBBIEZHEMULET, TEFTHML, TSN ATARETSSLERE, @i
ERIGEIMGES, FiEFTFRuE? HITAME,

o MNRMARMRIBIMEMER, LHZHIBRHSSUEBEENHIRS, T TE
Ii—X—ARS3, BEESE—X—EEIHTIESE, BMLRSE, KRIREIPEHT
%IEO

4.2 ZEEZFAE (SM2) SSLIFHE] Web RSS2

4.2.1 & SSLiFH

SSLERERE, ERESSUEB TFHIEIAM, THE, EFZ2EE FHANEB LEER
WebBRSS 2 FHHEIARSSRRAVIARACE , FREESSLUEREX .

IZES MM BUIESSLEREEF S THIEFR.

AR SR
“ iIE:B;lﬁIjL“Q\ ” yg 13 E%E ”» ﬁ 113 ;E{:qu:l ” o
LYRFM

o (CHHEIEPEIRRN, FRXEMAITEHIES, THERTAERSR (LM
S AFEARAIYRT ) EHITEE
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SIEREERS
SSLFBHAFIsRE

4 ZEESSLIEH

B R
gz

$EE2

S£E3
F$R4

o IFHIBRNME” EENE “EHREMCSR , THAIXHEHEET “Apache” |
“Nginx” | 243EEEFT “domain.csr” i,

o IEPIERXHE EENE “BSEMCR” , THNEBEAT
“serverpem” . “encryptpem” . “encryptkeypem” {4, “serverpem”
YHHFELB MBS ZIEBRE, 23RS IEBFCAREIER. FZIEH
FNAABRPEITREN, EARSSUEREEAR RS,

EREREHE .

BETEALFN — , %R ‘2258 > ZIEPEERS CCM” |, EAZIERE
BIRSZFE

HEEMSHZIERE “SSUFBETE > SSLIFRSIE 7 , HASSLIERYIERH.,
EZFETHANEBRETN “BE7 3, BF “T#H™ , B THEBFR=.

4-25 TEIEH

AEEE

e fia=s)

HEBFERE, WAEBEELRE, B “THIER” .
IEPTEE, FELRINAIRSSE L, FREESSLEBER.

REWebBRF5 88 &&= SSLUEBRIEMMRIEARE, LATMATRIMEERWebiRS3 = L%
REEARESSUIEBRITSE, BRIBEINFEEHITIERE:

o  7ENginxPRS3 28 R EEFIRESSLIED
e 7EApacheflR5588 F HEEFIRESSLIER

R

TEENER 5

gi‘zfﬁ—ﬁ%ﬁﬂ: RIBERISIERE, EERY EBERXHE” BRARE, THXMHE
PR o

. ;Ei%irt%‘ﬁ?, WR “UEPERE” EFENRE CRFREMCSR” , WTEI4HE
ik

THIIXEEET “Apache” . “Nginx” . 2MEEFT1D “domain.csr” X
%, WNEBESSUERFR, BASEHBINZE TEHIHBFTR.

4-26 % SSLIEPH

~

# CEEE: 25

Ty

5CS 4 test.com_Apache

SC5

Q{ SC5

4 test.com_Nginx

4 test.com_domain.csr
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IEREIERSS

SSLFBRAF{ER 4 &% SSLiEH

& 4-5 THIUHREA

SRR XHERS

Nginx server.crt: LRIERBNH, BERRIEBRLE, 25!
HRSSRIEBFICARERES.
serverkey: BRZIEPFAENH, BE—REZIEH
FASARED .
encrypt.crt: MNZEEBXHE, SE—BRINEIERA
ﬁgc
encrypt.key: NIZEBFATEIE, BE—ERINZEIIE
PFAARD

Apache ca.crt: MERHENH, BE—ERPRCAR.
servercrt: RPN, BE—BRRSZ[IERAR
ﬁgo
serverkey: BRIEPBFAENMH, BE—RIEHBTAA
K5,
encrypt.crt: INZEIERXHE, BE—BRMZIERA
ﬁgo
encrypt.key: MNZUEBFAEE, BE—ERINZEIIE
PR,

domain.csr UEPIERIS

o ERBHIEHAY, TR “IEPERXE” EENE “BSEMCSR” , NTEX R
LU
THIEB FHGEREET “serverpem” | “encrypt.pem” |
“encrypt.key.pem” 3f%., “serverpem” M{FERZREEWMEBEZIFHRI,
P B RIRSS EIEBFICARERES
BZIERFAANBEPBTREN, EARSSLEPEERRM, EZMRSELR
FIEPRY, FEESXMAAANMNE.

4.2.2 7£ Nginx fR5528 L L3 E =R E SSL B

AR LACentOS 7HRERFHAINGinx 1.8.00RZ B AFINBEZ RAE (SM2 ) SSUIEH
NLELR, CAEZEEZIMNEEBLURTESE , IPLEIFE, BHWebiRSS
BAREZIFSSLBE, TMBEERE.

(1 i8R
ATIRS R RFRARSZHBMNZEERR, ARESSUERB IR ERRIE STIELAIEE

HEETRESEERE, SIEBEERSEMNLEIERRE, MMSE, BUSHIKIRERA
o

WSENIEELRIERE, HTTPSHARENIBERIE bR, BRE——EaWESSLUERE
BMMIRS, RESWTRIFAEHIERRER,

AU
o IEPEELKE EPRE N EER .
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SIEREERS
SSLiFBHAFIsmE

H.

4 LHESSLIFH

i
#

HIRFM

ETFESSUES, BIMEFSSITESSLER.

IEPZRIRT, SUELRISSUEBRIRRSEE LHE 4437 in0, ERAEZSAER
i “443” ix0, BRZEREATIERAHTIPS,
MR—MEBESMRSER, WE—RSHLHELRE,

FLRIEPAIIRS S EFBETAES, YRSIEPREE—IMN, BIMSLAT
M MAZAGES, WAFEMEE . BNRENES, WEREHRETAZE.

FLRFIEPAEETRELES.

ECentOS 7HRERZFRINginx 1.8.00R5588_ &2 SSLIEBRYRIZU T F7R:

OHREEE - QKRB - OENEEXH - GRIEEEEIER - OFRF
Nginx - @RRIEIE

BEL R

FTH—: HREE
1,
2.
3,
4.

E&&gmssl_openssl,
BIEGMSSLIRHE, EAMISHAFEE “EZEWebiRZ2E" , B “EZEWebiR
$eE FE” W&, T#HopensslEZhR, #WNE/root/BRFHEE.
tar xzfm gmssl_openssl_b2025.xxxx_x64.tar.gz -C /usr/local
LA_E#5<Hgmssl_openssl_b2025.xxxx_x64.tar.gzis & AL FEIESE .
M /usr/local/gmsslIEZERopenssIHE .
HEBENginX,
a. TF#ENginx-1.18.0,
b. BEETEAINginX.
tar zxfm nginx-1.18.0.tar.gz
c. HANginxB9BFnginx-1.18.0/,
(EBCE S S -

vi auto/lib/openssl/conf
Y5 £EB$SOPENSSL/.openss|/IE2I$OPENSSL/f5, {R1FIEEL .
T T SERESH .
MER

WNERIREE “C compiler cc is not found” , NIFEELRZEpcre-develf, ZZEdFd: yum -y
install gcc pcre-devel openssl openssl-devel,

.Jconfigure \
--without-http_gzip_module \
--with-http_ssl_module \
--with-http_stub_status_module \
--with-http_v2_module \
--with-file-aio \
--with-openssl="/usr/local/gmssl" \
--with-cc-opt="-1/usr/local/gmssl/include" \
--with-ld-opt="-lm"

2t

gﬁ&ﬁﬁo
make install
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IEREIERSS

SSLIFBRAFER 4 SSL iFH

it
e

M /usr/local/nginx & B HIEZRARNGINXB F -

SR IREE

LRIERRI, FEREVEBEIZENG, BRIBRBEBERN IERBERY
%" ERTSRIBFRIFLR:

o WREBHIEPRT, “IEBIERE" &F “KHEEMCSR” , BIMREEER: R
ZERLCSR,

o WREEIEPAT, “IEBIERE” &E “‘BEEMCSR” , BMNEEBESN: B
CEFRLCSR,

BNREIT:

o RBEHERCSR

a. HEARMERESTHANER .

THIEEET “Apache” . “Nginx” 243EEF14 “domain.csr”
X%, GNEAHEESSLUEBAN.

4-27 ARHbEEE SSLUEH

scs 4 test.com_Apache i
5Cs 4 test.com_MNginx I
g sCs’ 4 test.com_domain.csr CSR =%

b. M “HFBID_IFBLERIEES Ngink” R RSRSIERY “ iFBID_iFH
HERIE A servercrt”  FASBIUY “ EBID_uFBHLERIE S
_serverkey” . ¢ uH}/D zE%f#TZEHﬂDZg _encrypt.crt” FOFASESIE “ iFHB
ID_ zE%é?/YEH_’iﬂg encrypt.key”

»  “UFBID IFBHERES servercrt” SAEEIERENERLIE “-—--

BEGIN CERTIFICATE----- G 1 [p— END CERTIFICATE----- ? L ABIA
IREZEIEBFIFLKCA,

= “JFBID iFBHERIEE server. key P A EIE—ERFARMCRS -
BEGIN EC PRIVATE KEY----- R | END EC PRIVATE KEY----- 7

»  JFBID IFBHEREE. encrypt.ert” SGEIE—ERIIZRERE
p— BEGIN CERTIFICATE----- K <1 [p—— END CERTIFICATE----- 7

»  “UFBID uFBHEERTES. encryptkey” AHEIE—ERFAPRED “-----
BEGIN EC PRIVATE KEY-----" 0 “----- END EC PRIVATE KEY-----"

e HCHHRICSR
a. MREETHANIBEREE, K18 “ IFBID_iFBHERI#S server.pem” X

5,

“UFBID iFBEEHIEZ server.pem” I#F@?Eﬂﬁﬁﬁﬂ%ﬁﬁ% oeeee BEGIN

CERTIFICATE----- A [ p—— END CERTIFICATE----- 7, PRARSEERIER

FIPRCAIES,

b. ¥ “IEBID_IFBHLEAIEEE serverpem” HIEEHEIESA “ot” , B

“servercrt” .

. B “ULBIDIFBILERIEE encrypt.pem” HIRKEEEI Tat” , B

“encrypt.crt”
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SSLIFBRAF{ER 4 24 SSLIEH
d. ¥ “servercrt” , “encryptcrt” , “encrypt.key” FI4ERLCSRATAIFASH
“serverkey” HMUIEIERIHFEA .,
#£/usr/local/nginx/confER TEIE “cert” BR, FHE¥ “serverkey” .
“servercrt” . “encryptkey” #1 “encrypt.crt” EFIFE “cert” HR T
FTER=" EXEEXH

(1 i8R

ENEEN ), BRREXHRHITEN, AENEENAMERRITHE, EEXRE, &
MMMERHTEE, BRtNEERRSEIRS A EEERMFaE, SIS,

fig& /usr/local/nginx/confB R THI “nginx.conf” {4,

1.

KEWTEEARNS, HEUETRE.
#server {
listen 443 ssl;
server_name localhost;
ssl_certificate cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {
root html;
index index.html index.htm;
}
i

ESUN TS, BASHIESURBINERSEIRBMR.
ssl_certificate cert/server.crt;

ssl_certificate_key  cert/server.key;

ssl_certificate cert/enc_server.crt;

ssl_certificate_key  cert/enc_server.key;

STRAVECEIT, ERSHIRIELIRERIZN:
AR

FEEERSFHIFEEE, Y ‘s’ FENBUSIEBRERERXR, HESHBIR
1EE CRIEERERIE

server { .conm;, HEBRIEBIBERIHZ . cert/servercrt, #EIRAIBIIS ZIER X HRIER, cert/
serverkey, #EHERIRIE ZIEBFAASHRIIRIR .  cert/encrypt.crt; #E3RREIERIIMNZIE B SARVERZR .
cert/encrypt key, #ERALIEIINNZIEBTAR IR .

listen 443 ssl; #BCEHTTPSHIBIAISITIR 9443 . AIRIELAKRECEHTTPSHIZHA AR,
AEEESHNgINXTTIEBE .

server_name test

HHEHRFEHRFEHRHEHRHERRRHR

ssl_certificate cert/server.crt;
ssl_certificate_key cert/serverkey;
ssl_certificate cert/enc_server.crt;

ssl_certificate_key cert/enc_server.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA:DES-CBC3-SHA:ECC-SM4-CBC-
SM3:ECC-SM4-GCM-SM3;

ssl_prefer_server_ciphers on;
location / {

root html; #hEBHF.

index index.html index.htm; #RINEE .

}
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4 LHESSLIFH

g
P

£ 4-6 SR

28 S5
listen SSLipliRAS, IREHN “443”

BCEHTTPSEIRIAI iR 79443 . NRARECEHTTPSHY
BOIAGRIRE, AIBE=SEINGInXEXEE

server_name IFB4PEEZ . =<6 www.domain.com
ssl_certificate o LZIBAPERHE “servercrt” @ IREH

“servercrt” XHRIEER, BREPREGEFNFE
F, a0 “/usr/local/nginx/conf/cert/server.crt” ,

o NNEEBANEBRIUGF “enc_servercrt” @ IREH
“enc_servercrt” HRIEER, BRFPREEEHX
=&, 50 “/usr/local/nginx/conf/cert/
enc_server.crt” .

ssl_certificate_key | o ZHZIFFHIFASASE “serverkey” : IREH
“serverkey” XIHHIERR, BRI AREEEEHXFE
F, a0 “/usr/local/nginx/conf/cert/serverkey” o

o INZNEPARIFATESI “enc_serverkey” : IZEN
“enc_serverkey” M{HRIIRR, HREPAREEEBES
N=FRF, a0 “/usr/local/nginx/conf/cert/
enc_serverkey” ,

3. EXErEREFREN G,

LTI WIFACESRIEH

HEANGInAITERT, FITIATEG<:
sbin/nginx -t
SORERURARES, NRRECEIER:

nginx.conf syntax is ok
nginx.conf test is successful

SR &G Nginx

RUERITIIE

HATLATES, EBNginx, FEEER.
cd /usr/local/nginx/sbin

.[nginx -s reload

HEBHINGE, SERSERAIH=FEA “https://1E2 7 , #& “Enter” .
RN SRR 2 BIRR, NiRIBER &R .

o MEMUGPALMARERTR, BERNATLARBETSSLERE, MuG{BALIA
TERR? HITAIE,
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SIEREERS
SSLFBHAFIsmE

4 ZEESSLIEH

NSRBI IFHZIGAWIGRS, TiEFTFMLL, ESRAHAERE T SSLERE, B

ER2BIRIRSES, TEEFTFUE? T,

NRBARMEREGHIETER, LAHRHIBRESSLEREREMMARSS, TUTE

g—iﬂ‘—ﬂﬁ%, ISEESTEN—EEHTIEE, BWLRSE, KRIREIMEHT
IEO

4.2.3 #£ Apache [R5588_ LA E = E SSLIEH

A3ZLACentOS 7THAERFHRYApache 2.4.46/R55 5 RBINBEZNE (SM2 ) SSLIE
PHLRELSR, BEZREEMELRITLIRTESE  IERERRIFE, EiIWebiR
BEEABESIFSSLEE, EMBERE

HIRERM

ZREM

BRFERR

(AR

ATRZSRRFRARSZHZNZEERR, ARESSUEBIETEMIIE STIELAIEE
HERTREBERE, JEPEERSZRENZTERRA, (XMtEE, BUEHNZRERS
o

WSEIELFIERE, HTTPSIIAREY BRI EbRRE, BRE——ERBELSSUERE
BMAIRS, RETUTERMAEGHIEREREM,

IEBEERE “EBRE” B ‘BER .
ETHESSUIESR, BRRFESITESSLIES.

IEPZRIRT, SUELRIRSSLUEBRIRRSEE LHE 4437 in0, ERAEZSAER
i “443” ix0, BRZEREATIERAHTIPS,

MR—MHBESTIRSEE, WE—1RSHLHELRE,
FLRIEPRIRS S LRESITHIEE , ©RSIEPINHE—IN, BIWZRY
M MAZAGES, WATFEMEE . BNRENES, WERBRETAZE.
FRFIEBAIEERELS.

FECentOS 7IRERZFRIApache 2.4.46fR 5588 - L2ESSLIFBRYRIZM FATR:
OHEEE - QKRB - QOBKEEXE -~ @EFApache - ORRIGIE

LR—: WEEE

1.

S gmssl_openssl

T & mEhttps://www.gmssl.cn/gmssl/index.jspFfJopenss|E =Rk
#ENE/root/ BRHEIE

tar xzfm gmssl_openssl_1.1_b2024_x64_1.tar.gz -C /usr/local

M /usr/local/gmssIBEZRRopenss|BZR

#EEZApache httpd

TEVEFAE: pcre-devel, expat-devel, apr, apr-util, bison, bison-
devel, flex, flex-devel

T#Apache httpd 2.4.46
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SIEBEIERS
SSLIFBRFER 4

H.

A

SSLiFH

i
A

tar zxfm httpd-2.4.46.tar.gz
cd httpd-2.4.46

.Jconfigure --prefix=/usr/local/httpd --enable-so --enable-ssl --enable-cgi --
enable-rewrite --enable-modules=most --enable-mpms-shared=all --with-
mpm=prefork --with-zlib --with-apr=/usr/local/apr/apr --with-apr-util=/usr/
local/apr/util --with-ssl=/usr/local/gmssl LDFLAGS=-lm

vi build/config_vars.mk
$kZFlab_LIBS = -L/usr/local/gmssl/lib -Issl -lcrypto -Irt -lcrypt -lpthread -ldl

$8-L/usr/local/gmssl/lib -Issl -lcrypto#/g/usr/local/gmssl/lib/libssl.a /usr/
local/gmssl/lib/libcrypto.a

SRFEmake install
M /usr/local/httpd A& B BIEZRApache httpd B

SR IRE

LIRIEPR], FEREUIERXEHFIZEE, SRIERIFIEBIIEEN “EBERX
#7 ERHRIERIRFSR:

o NRENFIEBRY, “IEBBERNM” EF “RRLEMCSR” , BERRIEEEN: R
HERCSR .
o NREFIEBEY, “IEBBERNM” &F “BEEMCSR” , BRREZEN: B
CERKCSR,
BRRIFIIT:
o RHEMCSR
a. HERMERESTHANERX .
THHXHEET “Apache” .« “Nginx” . 24 HEF14D
“domain.csr” X4, ANEAMBARESSLIERAIR.
4-28 ZRIBfEIE SSLIEH
£t . s Fh
scs 4 test.com_Apache M=
sCs 4 test.com_Nginx S
[ scs 4 test.com_domain.csr CSR 305 B

b. M “UEBID iFBLELES Apache” SEERIREIER I “ iFBID_iF
BIERINES cacrt” , “UFBID_UFBHERIEEE server.crt” , FASASE
“HUFBID iFBEEAMEE serverkey” |, “UFBID iFBEEMRE
_encrypt.crt” FIFASASIY “ UEBID_IF-BELERIEE_ encryptkey” .

" STBID FBHEREE cacrt” B —ERRCATBRE -

BEGIN CERTIFICATE-----" F] “----- END CERTIFICATE-----"
= “JFBID iFBHERIES servercrt” X4EIE—ERIRS IR
R BEGIN CERTIFICATE-----" F[ “----- END CERTIFICATE-----" ,
= “UIBID FBAERTEEE serverkey” IHEIE—ERFASARED “-----
BEGIN EC PRIVATE KEY-----" ¥ “----- END EC PRIVATE KEY-----"

MR AN 38 (2025-05-08) WA © EARTERABIRAE 67



SIEPEIERS
SSLFBRAFER 4 ZEESSLIEBH

»  JFBID JFBHEREE. encrypt.crt” SHEE—ERIIZIERE

N BEGIN CERTIFICATE-----" F[ “----- END CERTIFICATE-----" ,
»  “UFBID iFBHERTES._ encryptkey” NIFEIF—ERFABERED “-----
BEGIN EC PRIVATE KEY-----" #0 “----- END EC PRIVATE KEY-----"
e HBHCZH&HICSR
a. MRECTHANEBERES, K8 “ iIBID_iFBEEAIEE serverpem” X
5,
“UFBID_iFBHERTE A serverpem” EEIERMEIERAE “-----BEGIN
CERTIFICATE----- ”#0 “----- END CERTIFICATE----- 7, PRIARSRIER
FIPRCAIER,

b. Sl “ UFBID iFBHERIHE, serverpem” SIS —ERERAE (RS
EEIEP ) , HBEA “servercrt” i,

c. E4 “UFBID IFBLEERIEE server.pem” HHIE —EXIEBMAES ( Hk
CA) , #BFAH “cacrt” X4,

d. €% “UFBID_IFBEERIEZ encrypt.pem” SERSIEPBACES ( IDZHIE
B), H5EFH “encryptert” X5,

e. ¥§ “cacrt” . “servercrt” . “encryptcrt” . “encrypt.key” FI&ERLCSR
BFHIFASE “serverkey” MUE(EESHFEN .

7£/usr/local/httpd/confER T EIEE “cert” BF, FHIE “serverkey” .
“servercrt” . “ca.crt” . “encryptkey” Flencrypt.crt” EFIF “cert” BRT,

FLE,=" BEENH
() %88
{EMBECENILRT, BBRENXEHTED, FENGEENLETHTTE, BELTRE, BE
MWAREHTEE, Btk ERRSHRSAREESHEF R, MBS,
FJFHApacheZEBRT “httpd.conf” X4
vi /usr/local/httpd/conf/httpd.conf
KEILLTATEE, BUEERE
#LoadModule ssl_module modules/mod_ssl.so
#Include conf/extra/httpd-ssl.conf
1TH “httpd-ssl.conf” {4
vi /usr/local/httpd/conf/extra/httpd-ssl.conf
ST SSLSessionCachefYBC &I T
9. ECEHEIESSLCipherSuite HIGH:ECC-SM4-SM3:ECDHE-SM4-SM3
10. SFBEEELAIEBHkey
11. #SSLCertificateFile "/usr/local/httpd/conf/server.crt"
12. #SSLCertificateKeyFile "/usr/local/httpd/conf/server.key"
13. BeEEZEIGES/FASE

14. SSLCertificateChainFile "/usr/local/httpd/conf/cert/scsxxxxxx_test.com_ca.crt"

© N o vk~ w2

15. SSLCertificateFile "/usr/local/httpd/conf/cert/scsxxxxxx_test.com_server.crt"

16. SSLCertificateKeyFile "/usr/local/httpd/conf/cert/ scsxxxxxx
_test.com_server.key"
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17. SSLCertificateFile "/usr/local/httpd/conf/cert/ scsxxxxxx _test.com_encrypt.crt"
18. SSLCertificateKeyFile "/usr/local/httpd/conf/cert/ scsxxxxxx
_test.com_encrypt.key"
(MARL:
UEBREESE, IIPXESE, EPMEEREEEBIENLIRER &,
SR B4
/usr/local/httpd/bin/httpd -t
HEEEEN TR, WRRECEER:
Syntax OK

M wnN =

P EF Apache

RUSRISIE

HATLA TIR/EEREApache, (FEELEX.
1. /Jusr/local/httpd/bin/httpd -k restart

HRERINGE, AIENISSERAYEIA=EN “https://iEE " , & “Enter” .

MRS MU= R R L 2 EHRR, MIRBIEB%RREMA.

o MEMUGBALMARERTR, BERNAHTLATBETSSLERE, MuG{BALIA
TERR? HITRE,

o MRBEIFHZHAMULES, TEFTAMLL, BERAHAEE 7SSUERE, Bl
ERIHIEDRLARS, FEFIFLL? HITE,

o MNRMARMRIBIMEMER, LHRHIBRMHSSUEBEENMIRS, T TE
'{LFE—N—HE%, IBEESTE—X—EEHTIEE, BMLRSE, KRIRRIEHT
EEO

4.3 ZRE2EFRFAE SSL IEBRIE =58

4.3.1 =2 SSL iFHEZE WAF

Il =S s

HIRFEM

SSLEBERE, ERILUSERMRESSLER— BRI A== mWebR AR K&
( Web Application Firewall, WAF) . 3ZfE, nILAFBIEIRA=F=mWAFEEIEER
HZet,

o EFFEWebRIFES XIS ( Web Application Firewall, WAF ) , BEEWAFHEE
T 5SS ILEAIRIuLIEE o

o EERIPEERSHTHRBSSSUEBERSAH ‘E®LR” , ECSEEHMFEER
RRISSLER HEERIEPERRSFERRSH “FBEHR” .

o MNRXEWLWAF, SEFIEBAYBERNZIRBEWAFFFERS, BAER
HFIEPRHERZIWAFS, INERBAEAIRE SEEE R
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o ENFIEPRY, MR IEBBERNM” EBFIR ‘BEEMCSR” , BT LIRBIX
IEBAIFAR, ERERBA ST —REER S m. WEENNEmPEAIE
B, TLSBKIERTEHIIARN, AEBRINN A mP HEEBRFARFEITER

=
o EFRIEPERNGT—REBICNEMTm.
AR

B LB =SIEBHNERIA =" BRONHIERBERN N R mBEWE, S—KIERHE
HEATFRII—MIZ A RERE, IEBEREERAA30T/R. BEAKEFEESIXTHE
BIEBEEThREREH

ERENEH

SR EREWTHE.

D BETEAE L5 —
RS R,

$IB3 EEMNSHEER “SSUEBERE > SSUERIIE" , HASSLERFIET®E.

SR4 TEEMRIEBRRETE “1RE” 3, BFE “BB|IR , KENamEm:EEIEBEPEFH
A, WNE4-29Ff7R,

, R ‘256 > TIEBEERS CCM” |, BARIERE

4-29 HBIEH

KRS & s R o o ] o & Eoes o

SRS ARBIERREA “SBBFRT T, &E “WAF” mE.

4-30 i%&F WAF

BETE
CON  WAF  ELB

BEFEZSENLE, SRESTHE0EER

f
>
i

SCMIEHID & HTTPSHE & HE $ HBE o

%

3

T
|
il
Il
i
&)
i
1]

E i BEIER

1
i
i

£6 PECVWRBNXIFSHAMNN = , EEBEWLWRERXIE.
SR7 EFIRNEBPFENSAES, FRE “BE I8 ‘ERHET .

Hﬂﬁﬁﬂgﬁ%ﬁ\ﬁ% , WMNIRBZIIRFDIEFABEFHENES, FREIIRA BT
“WEEH .
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£}8 (mik ) MRIFBBEEMBLILES, B ‘BNNE’ 5, RAHSBLESE
ENWERRTE, WATIRE, 2F “AE” .

HR9 ERHAHIMES, WIATIRE, Ak ‘WENBRXEBGEMLER, SEK
NEEFENE, TSHFHER” , BE ‘A7 .

4-31 ELEBIRRER

AN M BSehl T EE IR Fg?

LTSE=fEEsE T, S25R s Esf bails,

SCMIERID & HTTPSHRES & BBES S HE 5
scsl BFE e \
BEE- 1 10 v 1

mEzEen ¥30.00m4

FEwmheE ¥30.00

?EE%DE?N’REEE#%FEMJ:EFH, EIERRIESEE, AEOFEs

BRI, WREGG HBER RIFY ‘THB .
R

4.3.2 & SSL iF$% ELB

SSUEBE LS, BoLUSERRESSLIEB— R EHEE N midtt i
( Elastic Load Balance, ELB) /., Efif5, nJLAFSENEIRHA = mRELBIFQEERIZ

2,
BRI
o CFFEL TR ( Elastic Load Balance, ELB) , HEXTELBHEE TS
SSLIFH ILECAIMIuhi S o
WNERIREMWEELB, o FIE B ENIRZISBEELBHIHERS, BAEEH
FUFPEREZIELBAR, WRE BT SHERBE LM .
o EEFIIPSERSZFTEHBESSUIBEKRESH ‘B8R , dEEBEEHMBFER
AHISSUER HEERIIBESERSHEIREN “5EFR”
LR

o REBEHELBPAIRISIFEH R EHTTPSEE, NS EELEELBIREPEME
EBIECE, AREEISCCMBRSBEHSSLIEE .

o ELBHFRANERUNRIEE Y 2 MR, EMIBEBEETIECCMIEBEES
HEATEME, NRAFTE2LE, WECCMPHITERNEBIRIER, SEE
ELBAR s FEAGIE P15 &2 B a1 CCMAERBAYR S o
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o ENFIEPRY, MR IEBBERNM” EBFIR ‘BEEMCSR” , BT LIRBIX
IEBAIFAR, ERERBA ST —REER S m. WEENNEmPEAIE
B, TLSBKIERTEHIIARN, AEBRINN A mP HEEBRFARFEITER
£,

o [EFIEPERT—RIBEINECNTEMEm.,
RERY:

. E,J:%E’J%_Eﬂ%%ﬂﬁﬂﬁﬂb_/\ﬁE’JAJl‘hIE%%B%Z%U&?ﬂEF?n%‘%EW%, B—KIEH
HBEREANRFRI—NMEZ T A—RERE, IEBEREZEAR30T/R. BRKREFEES
MR TFEEIEBEETRERER -

o EUCCMEFELBHAYES, FILIEFEPZEAELBIITER FANES, BENECCMIZRIEEHT
RZELBHREBRIABKRFAIE, EFAINGE, ELBEBERIXNZIERENGITEEsLAIFTRIER R

BNFIABIEH.
EREIFP
S BRSBIE
S BEREALAN — , SR ‘L5480 > TIIESIERS CCM” , BASITEE
IR,

$I¥3 EANSHEER “SSLEPEIE > SSLUEFRFIER” , HASSLERIIERRE.

$RA FEEIREBEAETHN B 5, BE “NJBLER , KRENAEREIERIEFH
TUHE, SNE4-32Ffm.

4-32 FREIH

SIS AERBILEPREA “SBFE" T, &E “EB” 1.
H$R6 BEXEZMFAMAY Y , ERBBAIXIE,
SR EFIRNEBPFRABAES, FRE BIE7 I8 “ERER”

QDEE%%AH% W MF B I RH DIETEEFEHRES, FRHEIIFRA LA
“WEFTF

L8 (TiE ) MRIFBBELMBDIZES, B “BRHER’ 5, RESBEEEESE
ENRWERERE, WATIRE, B2F “RBE” .

SR EHREAMIMETR, WINLIRE, Ak “‘KWEMBFARNREBGEWNLER, BBk
INERFENE, TSHHEM” , BE “HA7 .
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4-33 FEINEBIRTER
X
HIAEM LA MIE BT EHS?

SRR eI PSR EEREL MRS, AR SEEER

ETEHEEEE,

SCMIEBID 2 #=E S HEEE S
scal * 2025/01/14 15:11:26 ...
2EE 1 10~ 1

wExmes  ¥30.00+

gEwmheE ¥30.00

ARSI FER, SASahREENE, AHOFEs

>

NEHBINEBEHAINET, RRSSUEBEHEELBIRSS AN,

et

HBXIRE

EECCMNEFTEE, SRINEHFIEEELBISIFE FRYIER, FoJLAECCMIES
E4iERELBIAIFREE

4.3.3 EB& SSL iFH% CDN

SSLUFREARE, SAHLUSERRRESSUFE—REERIEN=FFRCDN ( Content
Delivery Network, ABRDEMES ) ., EEE, ILAEMEIEA=~mCDNIAEEL
BEZ2M,

HURRSR{

e EFHECDN ( Content Delivery Network, WASAMEE ) , HEECDNFEE
T 5SSLIEBLACAIMZAIEE o

NRIKBMECDN, SEAIEBAENEZ I RBECONFHERS , BAER
HAIEPEREZICON, MRFBRAIESEERERK

o EARIEREERSPHESSUEBEREH ‘EER”™ , BB EEMFEE
RHISSUEH LEEREBEERSFERES “BEF”

o IEHHERRMREES.
FYREM
EEEBE, SR EBERYAE” HEEOR HCEMCR , BT R ERERIES

BIFATE, ERANEBASGF—REEEI T m. WEENN D~ mPERIES, 7L
TR RIS, AEBEINN A mP LEEBRIAAFHETIE .
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(AR
B LENE=FIEBHNERIA =" BRONHIE BB N mBEWE, B—KIERHE

AN BAI—MEBR T A RERE, IERREZRA30T/X. BRKREFEESIXTHE
BB EThREHER

EREUEH
$TE1 BERBHEBHE.
$E2 PEAAEALAN — , & ‘22568 > ZIIRSERS CCM” , EASITERE
BIRSRE,
FIF3 EAMNSHFZER “SSUFREIE > SSLEPFIER” , HASSLEPFIRRTME.
FIE4 EBRFREBRETH “BE" 3, B “SPEIEP” , EENAEEHIEBEEIEH
WmE, WNE4-34F7R,

4-34 FEIEH

SRS EABEPRNEAY “BPFBFR” T, &F “CON” T,

4-35 %+ CDN

AEFE
CON  WAF  ELB

HETESERGE, SRESTIENTEER

N
-‘-.‘j
>
mn o
i 4
M
~J
>

SCMIERID & HTTRSHES & =8 o e
scsli (=53] =
e =

$IR6 EFIRNEBHFRANBAIES, FRE “BIE7 U89 “BfF” s ‘EFEE” .

FEPBSNMER, WNHBIIRFRIRAEEFHENES, HREIIRA LBRY
“WEEH .

£B]7 (Tik ) IRI[EEELMBLIZIES, B “BERHE’ 5, RAESRLESH
ENWERIERE, WIALIRE, B2F “BE” .

FRS8 ERHAHIMES, WIATIRE, Ak ‘WENBRREBEEMLER, BEK
INEEFENE, TSHHER” , BE ‘WA .
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4.3.4 BEEXHB=

[ 4-36 PREBIREE

ALl M A ThlH TSR F?

LITHERFEESSSIs, SE8reEras=h benis,

SCMIERID & HTTPSHS S 8 &

B BFE n
BEH 1 10w 1
mEw=sy  ¥30.004
FEFteE  ¥30.00

%EEED*H&MEE#%FiMJ:EﬁE AIEmEESENR, AdFER
)

HERIE, REGETHERY, BHENEEREE.
e

i

2

RIR

EESSLUEREERENRmfE, WFEEESSLEBEXKZ~miYFRER, B2
BAELAE,

BRI
IEBEBERNECNET MR
BET R
T EZEEEFE
S BETEALAN — , %R ‘258 > ZIIBSERSE CCM” |, BAZIEBE
BIRSRME,
N3 IEAMIEMALEER “SSUTHEIE > SSUEBFIE” |, HASSLIPHFIERE.
FIB4 EPETHEIENSSLER, RIRRZFE “XKEER” 3, BE “‘B5FEE" , HA#

A “RBRAE NE. 08 XBESERLET, XESARSHNENE 2=
RIRSERBAIR .

NFEEEFMVES, TLIREREA LA ‘SHARRERIIER" , SHXEKS
BREEIIR, REIAMES.
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SSLIFBRAFER 4 ZEESSLIEBH
(MARIY:
MFEITHRHER, T8t ‘T2 aERIPEEMNEERINECSE.
x 4-7 X RESEIREA
SHBIR SHURB
£ | CDNjniEEZ ZIEPEXBAT S &ML (CDN ) BRSHAINNEERE
g% BAo
Ao | Xig IFEIRELBEYWAFE S EZIEBRIX 1 .
XAk NN - N . A h s
% SR REINENTR | I PBERFEXITEMREYE (ELB) RS
R,
WebRZ AKX | IZEPBEXEEEX S WebM G XIS ( WAF ) IRSSH
P2 “default” IIRE THIBGIFES -
ol
B EERSPANEP RTIFBEFIWAF “default” &
WIRET, EHAMYBREREBEWAF “default” VIR
ERNF LN

TR

4.3.5 7S SSL i BRIHI B shE ik

ST EPEBZEARTmAISSUES, WRASFEIHANCHBENEERISSUES,
XIFFEIEREIHIE ISR

FRIERZIEmERE, EIREREINE, SFHREEIEPEENEENERER
224\ B EHE ERRBRIE N T mERIBIES

BUIRSRY
e SSLIEFBEEEIENT ™M,
o IFPBASEEYHEISSUED (FIKIERKEATO0) skEASSLUERBHEEGEEE,
o HNTERRZFHHIPENRIBEY, B2EERFAEN

LR EG

FEEHAENERE, FIREBZHR, HEANSFRRELIEBNEFIERISHAT
IFREERS BNEHZIECHBNENZmERIBDESR, ATHRIELELBHERK
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1, 1B BEB IR S CAESERENERE & . BN, EIRERIHE, F
HAEZhEHRINEER, RS FRREIE B FIEBEETEFIRERNENS

F%EPO

RIRIESR
ECANIIES-10F R BIR—RIRES, YETECTIBRIEBIER FERESEE
JRINEE, MFAREBEEDM, EPEHBRIERIITRM. BB EF M
T

BRIESER

SR BEREREFS

S8 BETNEAE LS/ —
IERES M.

FIR3 EAMNSHFZER “SSUFREIE > SSLEPFIER” , HASSLEPFIRRTME.

£ EEREBEAIETHN “BE7 5, BE “NBLER , KRENAEREIERIE M
TUHE, SNE4-38Ff.

, EF “RE25EM > nIEBEERS CCM” , BEARIERE

4-38 FREEH

28D & REdE. O | MENE 6 B © 3t © KB B 6 B o LUFE 6 e
wER —@A) B A1
izl — (1) _ Ao
o RapidSsL (1) _ ao

SIS MEBHBBFEREFR “BBFE" =9, EERESHBNE"m.
4-39 EERT @

AREFE
CDN WAF  ELB

EEEEEEEEERONE

G BRECE SCMIEHID BE

6 (Tik ) HBIPEN M AIWAFIELBRTEEMITLLEE,

BEXEZRAMAT ~ , ERBBAOXE,
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SSLUEBEMELR, SEAESSUEBNAERIIRTREATHKERE, BPRHEERE—K
FROES, MERBIEPBRERIIEE. BEENRZRT, FEEHERSSUEFR:

HURRSRAF
ZIRFAF
BRIELR

FIAMHEETEL: MRMUSRIEHEERERX, ATHENERE, BNERER
_gKgﬁE,‘JSS L'IJ—.E:B )

BXgE: IRMNEEXN TESZ, WEEBHSSLEBEABER, SEENER
SSLIFFHLAPCECF A -

IEPEEEIR: INRSSUERERIBE, EERERER (iU, HEBFRIARIS
BHEIR) , WREEHERSSUES.
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IEBA “BigRE” | 7 B,

REEP. SHBRIER. EREIEBAIITERSLR

IEPERRE, ZUEPREEXT “‘Bifg” 1 “ZiH8 7 IEBEHRSRMATEELL
TEBR:

- GlobalSigngak#: 5%,

-  DigiCertfrh#F0GeoTrustgah#: 25K,

- CFCARR#. TrustAsiammhEF0vTrusfmah#: 25K,

EMEER, “SiHE” M “ZEE7 IEPUERSENNXEAR, BRI
PRI ERATE, BRI TEIRZRAVERE.

SR EREWTHE.
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SEEglalils

SHEW

S4B

EEREB

IEBIERUS

IFBIERIE ( Certificate Signing Request,
CSR) BHEBEZRIF, KESSLER, TELE
FYCSRIMEFIRZZLACAFIL . CSREE T ATHHN
#RIREZFR ( Distinguished Name ) , @& MWeb
j%%%EE‘ZCSR BT SUER IR R A $BFATH
XJo

GERIERIER A ER !
o RFEMCSR: RFGENFIEERIEDFA

A, FEERILUEIEBRENINEEETILED
EENE FHERNEBFAR.
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BEHFICSRYHABIHEIES , 1 FMIRIEIS
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RFHERLCSR
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Egﬂ“, REFMNIEBEEENEET;IZE
“BigE " IHERG: BAEE
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